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Conventions used in this document

+ Lists:
* Numbered lists are used to show the steps involved in completing a task when the
order is important.
» Bulleted lists are used when the order is unimportant or to show alternatives.
» Bold is used for menu items and for labels.
For example:
» Record a valid email address in ‘From’ email address.
» Select Save from the File menu.
« [talic is used for emphasis:
For example:
» Copy the file before starting the installation.
» Do not remove the files before you have backed them up.
» Bold and italic hyperlinks are used to identify the titles of other documents.
For example: "See the Release Notes for further information."

Unless otherwise explicitly stated, all referenced documentation is available on the
product installation media.

* A fixed width fontis used where the identification of spaces is important, including
filenames, example SQL queries and any entries made directly into configuration files or
the database.

» Notes are used to provide further information, including any prerequisites or
configuration additional to the standard specifications.

For example:
Note: This issue only occurs if updating from a previous version.

« Warnings are used to indicate where failure to follow a particular instruction may result in
either loss of data or the need to manually configure elements of the system.

For example:

Warning: You must take a backup of your database before making any changes to it.
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1 Introduction

MyID® is used to issue and maintain credentials that can be used to identify an individual.
The credentials issued by MylD may contain personal information, digital certificates and
applets. Smart cards may also include visual identification features; for example, a
photograph of the holder or a distinctive background that indicates the holder belongs to a
particular group.

This manual provides details of day-to-day operations, including:
* Adding, viewing, editing, and removing people records.
* Requesting, issuing, and managing smart cards.
* Working with certificates.
* Working with images.
* Running reports.
For information about administering MyID, see the Administration Guide.

For an overview of the interface and the controls it contains, see section 2.2, The interface.
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Getting started

This chapter contains general information on MyID, including:
* How to log on to MyID Desktop for the first time.
» Default security settings.
* Information on the MyID Desktop interface.
* MylID terminology.
For information on launching MyID Desktop, see the Launching MylD Desktop section in the
Installation and Configuration Guide.
Logging on to MyID
You can log on to MyID Desktop using:
» Smart card logon (using a smart card and a PIN)
» Security Questions (a logon name and up to five passwords)
* Windows logon (using your Windows account to authenticate to MyID)

Your administrator may have enabled more than one method of accessing MyID. For
example, your usual logon method may be to use your smart card, but your administrator
may allow you to log on using security questions in case you have lost or forgotten your smart
card. For more information, see the Logon mechanisms section in the Administration
Guide.

@ Welcome to MyID

© 2015 Intercede

Click the tab for the logon method you want to use, then follow the on-screen instructions.

Operator's Guide
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2.2 The interface

Note: A detailed explanation of the terminology used within MyID and this document is
provided in section 2.3, Terminology.

When you first log on to MylD Desktop, the system will look similar to the following:

() MylD Desktop == =R =)
= Dashboard @
Welcome
Jane T Smith

[] Messages

/]

Your current Evaluation Only licence expires in less than 19 day(s). (15 June 2016 13:00)

]

The system is not configured for production use - please contact your administrator

!* Actions

Start a new action

If there are any system messages, they appear at the top of the screen. For some messages,
you can click the arrow [ to take you to the appropriate workflow; for example, if your system
is not set up for production use, clicking the arrow takes you to the Security Settings
workflow to allow you to set up your security options for production use; if your system's
license is expiring soon, clicking the arrow takes you to the Licensing workflow.

To access a workflow, click Start a new action.

New Action b4
Jump To
| & e

foks) fors)

B '&s Add Group B 89 Add Person Bl 55 AmendGroup B
ards

R Certificates Change My Security Change Security
E=2 Applets

fois)
L3 Configuration '& Edit Groups & Edit PIV Applicant & Edit Person
[ Device Identities ) Manage Additional . Manage My

0G . 2 B &, Person Import

Identities Additional Identities

[ Mobile Devices

) Unlock My Se i
[ Reports p& Remove Group B & Remove Person B P: ock My Security B

D Phrases
Unlock Security
m > View Person 3
s C o) B
Cards b
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The list of categories and workflows will be tailored for you according to your role, the
configuration of your system, and the edition of MyID you have installed; fewer categories
and options within these categories are shown if you have a lower level of access.

Workflows guide you through the steps of a task. For example, to view the details of a person
in the system, from the People category, select the View Person workflow. Each workflow
comprises a series of stages and MyID automatically moves from one stage to the next in the
correct order.

(@) MyID Desktop | E=E [ESR )|

= e

= View Person SR —
e[ ] bstheme[ wibdeName[ ] testweme[ ]
o] ] Enabled: [Any [V mID®
Roles:[Any [ Credentials: |Any M
Security: | ] Gowp:Root — |E include Subgroups:
Status: [All Users ™
=]

A form is displayed for each stage. Some forms, such as the Person Details form, consist of
a number of named tabs.

Warning: If you restart the current workflow, or start a different workflow, before saving
your changes, the changes are lost.

In addition to the standard Windows controls (select lists, text boxes and text areas, radio
buttons and checkboxes), MyID uses a graphical representation of a checkbox that shows
one of two or three states (Ask is not always applicable). You may be able to click the image
to toggle between the available states.

o Enabled, True or Yes
Q Disabled, No or False
o Ask or Prompt

o An information icon may provide additional information about a topic in the form of a
tooltip.
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You can use navigation buttons to move through pages of information. The buttons available
depend on how many pages are available, which one you are currently viewing and whether
you are viewing the results of a search:

I< Show first page of information.

>I Show last page of information.

< Show previous page of information.
> Show next page of information.

>> Show next block of information.
D Show only results.

E Show search criteria.

: v
Rows: Auto Change the number of rows displayed.

Note: Information displayed in a table can be sorted in ascending or descending order, based
on a selected heading. Click a heading to sort by that value; click it again to reverse the sort
order.

To return to the dashboard, start a new action, or log off, click the menu button at the top left.

C) Dashboard

m New Action

B Log off

You can return to the dashboard when you are in a workflow, and you can start a new action
when you are on the dashboard.
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When you complete a workflow, the confirmation screen appears. This screen displays
information for the workflow you have just completed. For some workflows, the Checks
Made section displays any checks that occurred; for example, if you attempted to change a
PIN to the same as the original PIN before correctly changing it to a new PIN.

Successfully completed

Change Passwords

[ Details
Start Time Logon Name
2015-12-16 09:46:39 Jjsmith

Additional Information v

Checks Made No errors were found

Next

© Dashboard

As you work with MyID, your most recent workflows will appear on your dashboard:

— Dashboard @

Welcome

8 Jane T Smith

Messages

Your current Evaluation Only licence expires in less than 19 day(s). (15 June 2016 13:00) =
The system is not configured for preduction use - please contact your administrator =
(») Actions

[pomie B [puer B [puews B

{b Operation Settings {b Security Settings 90 Credential Profiles H 8@ View Person
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Selecting dates

Various workflows in the system allow you to enter a date. The date control works in the same
way in all workflows.

To select a date, click the calendar button next to the field:

Click to select Click to select

the current day —\ /'_ the year from a list

2] Calendar ’ x

— ¢ ([ 22 > ——
Su Me Tu We Th Fr Sa
7 28 1 2 3 4 5

Click to move
forward one month

Click to move
back one month

6 7 8 9 10 1 12
13 14 15 16 17 18 19

2 2 2 234 5 %
7 = 311 2
3 4 5 7T B 8

Click the appropriate day to select that day

Entering search criteria

The method used for entering search criteria depends on the workflow you use. Some
workflows use wildcard searching; in this case, this is detailed in the procedure for using that
workflow.

Other workflows use a more sophisticated form of searching. In this case, the procedure for
using the workflow contains a link to this section.

When searching within the search box, any criteria entered are automatically used as prefix
criteria in a full text search against the logon name and full name fields.

For example, typing sam will find any users for whom an element of their logon name or full
name starts with sam.

For example:

®* Samuel Smith

John Samson

Sam.jones@mycompany.com

Note: It will not find the criteria within an element; for example:

MySam Jones

You can enter multiple criteria, in which case a prefix match must be found in one of the fields
for each criteria.

For example, sam jon will find:

Samuel Jones
* Jonathon Samson
But not:

®* Sam Littlejohn

Note: The prefix search applies to each element of the field. Fields are split up by any non-
alphanumeric character with the exception of apostrophes.
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For example, you can find sam. jones@mycompany . com USing:

Sam

Jones
companycomn
Or any prefix of those elements.
You can find John 0'Reilly using:
* John
* O’Reilly
But not:
* Reilly
You can find Ralph Fiennes—Johnsonusng
* Ralph
* Fiennes
.

Johnson

You can find any accented characters using their plain equivalent.
For example, you can find Heinz Miiller using:
* Heinz
®* Muller
Any numbers are automatically parsed numerically, so typing 1 will find:
* 1
* 01
* 001
* 0001
and soon.

If you enter a wildcard character such as * (asterisk) this is treated as a literal value; this
means that you cannot find sam using s*m.

Any separator characters are treated as separators and not explicitly matched. For example,
you can use:

jones/sm
to find:

jones-smith
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Using advanced search

In addition to using wildcard searching against the logon name and full name, some
workflows allow you to filter the search based on other criteria.

Select a job or search for a person

Q|

Attribute:

Approved By

m
ﬁ Recipient
=
m

Allowed Issuer

x ﬁ & Afilters selected

Where: Value:
v Does Not Equal v Current Operator v
v Does Not Equal v Current Operator v
v Equals v Current Operator v

To add afilter, click Add Filter.

» To delete afilter, click the delete icon .

* To delete all filters, click Delete All Filters.

» Tofilter on a different attribute, select the attribute from the Attribute drop-down list.

The attribute you select determines what sort of comparisons you can use; for example, for
operator-based attributes (such as Approved By) you can filter on jobs where the approver
does not equal the current operator, or where the approver does equal the current operator;
for group-based attributes, you can match a group, or match any groups in and below the
selected group. For free text fields like the job label you can type the value you want to search

for.

Set the Where and Value options to appropriate values for the attribute, then click Search.

Terminology

The MyID documentation set uses the following terminology:

Term
administrator

Description ‘

A person who is responsible for the configuration and maintenance of
MylID.

applet

A small program stored on a card and used to communicate directly with
other systems or to process information.

card reader

Hardware connected to a computer that can read and write the information
stored on a smart card.

card A collective term for smart cards and tokens when there is no need to
distinguish between them.

cardholder A person who has been issued a card or other credentials.

category Workflows are combined into related sets called categories.
Note: The term ‘group’ is not used as this has a distinct meaning within
MyID.

certificate Proof of identity issued by a certification authority — this may be used to

sign or encrypt information.
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Term Description ‘

credential The collective term for cards and fokens issued to a holder or a device.

device A piece of equipment —a PC, server, router, cell phone or other hardware.

form The information displayed during a stage. A form may consist of a single or
multiple pages.

group Groups provide the structures that contain the people in the database.

job A queued task carried out by MyID.

operator A person who uses MyID to issue and manage smart cards or tokens, but
who is not responsible for configuration.

printer A smart card printer — some printers also incorporate card readers.

smart card A plastic card that can store information using a chip, a contactless chip, a
magnetic stripe, or a combination.

stage A step within a workflow.

token Credentials using smart card technology in a different form that are used to
hold identification details. For example, a USB token.
A token may also refer to a one-time password software token.

trusted A secure cryptographic processor that may be installed in a variety of

platform computing devices. Located on a device.

module (TPM)

virtual smart Microsoft virtual smart card. A container that can hold credentials such as

card (VSC) certificates and cryptographic keys. Stored on a trusted platform module.

workflow A sequence of web pages forming a task within MyID.
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Working with people

The people in the database are the credential holders, operators, managers and
administrators of the system. You can organize people into groups, grant them roles that
provide permissions to access parts of the system, import them from directories, view their
details, and remove them from the system.

Finding people in MyID

The Find Person stage is used throughout MyID to locate the record of a particular individual.
It forms the first stage of several workflows (for example, see section 3.4, Setting security
phrases and section 5, Working with cards) and many of the workflows related to managing
credentials.

Logon: | Enabled:| Any v
Roles: | any | Credentials:| Any M|

Employee \D:‘ | Group:l Root | Include Subgroups:

Users will be retrieved from the MylID database

For information about entering search criteria, including wildcards, see section 2.2.2,
Entering search criteria.

Note: When searching LDAP, the number of results returned may be limited by the directory;
the default for Active Directory is 1000 records. You are recommended to use the search
criteria to limit the results returned.

Adding people

You must add a person to the MyID database before you can issue credentials to that person.
You can add a person manually, import the person from your directory, or import the person
using the Lifecycle API.

Note: If you are using an LDAP directory as the primary source of your data, you may use the
Edit Person workflow to find a person and make their details available to MyID. The Add
Person workflow may not be available. See the Using an LDAP directory section in the
Administration Guide for details.

Adding a person manually

The Add Person workflow allows you to add a person to the MylID database without having
to import that person from an LDAP directory. Depending on how your system is set up, you
may not be able to add a user manually.
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To add a person:

From the People category, click Add Person.

Title: First Name: | | ital:| | Last Name: |

chcn:‘ ‘ .
Employee ID: | | Enabled: | Yes v
Group: J Roles: | Cardholder, PasswordL |

Phones| \ \
Email: | |
info 1: | Info 2: |

\ \

Info 3:

. Type the First Name and Last Name of the person you want to add.

You must provide either a first name or a last name.

. Type a unique Logon name for the user. The user can use this to log on to MyID without

using a card if your system is set up to allow logon using security phrases only.
Click the Group button, then select the group to which you want to add the person.
Click the Roles button.

The Select Roles dialog appears.

]
x

F3

\DD!DDDDD!DE-
£l
H
a

>

v

v

<

a. Select the roles you want to assign to the person. You can assign more than one
role.

Note: The group the person is in, together the role of the operator, determines which
roles are available. See the Roles, groups, and scope section of the Administration
Guide for details.

b. Click the Advanced button. This allows you to set the scope for each of the person's
roles.

Note: You cannot set a scope higher than your own level.

c. Click OK to save the changes to the roles and their scope.

. You can change the person's picture: see section 7.3, Obtaining images.

Use the Account tab to associate an LDAP account with the person. See section 3.2.2,
Assigning an LDAP account to a person below for details.

Click Save.
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Depending on how your system is set up, the Witness stage may appear. See the
Witnessing a transaction section of the Administration Guide for details.

3.2.2 Assigning an LDAP account to a person

Within the Add Person workflow, you can assign an LDAP account to a person by importing
the details from your directory. This overwrites any information about the person that you
have entered manually.

To assign an LDAP account to a person:

1. Inthe Add Person workflow, click the Account tab.

2. Click the Import button.
The Select Person form is displayed.
3. Select the required branch of the LDAP directory.

[2) selectPerson X

£ Dot 20s Search
Filter:

All users matching the criteria in and below the selected group are displayed

Please select a group

4. Type the appropriate characters in the Filter field followed by an asterisk (*).

For example, to find only people with first names starting with Jo, type Jgo* in the Filter
field.

5. Click Search.
6. Select the appropriate person from the list of people.
7. Click Import.

The person's details are added to the Add Person form, overwriting any information that
was previously entered. You can now amend the details if necessary and save the
person's record in the MyID database.
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3.3 Editing people

You can view or edit the records of people, or remove them from the database.

3.3.1 Viewing a person's details
1. From the People category, click View Person.
2. Use Find Person to search for the person whose details you want to see.
3. Click the box to the left of the name of the person whose details you want to see.
The Personal tab displays the personal details of the user.
The Account tab contains the details of the user's account in the directory.

The Credentials tab displays information about all credentials related to the person's
account; it displays pending requests and details of current credentials, including the
history of each credential and information about the certificates it contains.

Personal Credentials | History

Note: The Credentials tab appears only if your role includes the View Device Details
option in the Cards section of the Edit Roles workflow.

The History tab contains details of the person's account history.
Personal Account t Credentials History

History List
XML Import (Add User): User Sam Smith was imported in Job 7 13/05/2019 23:28

Note: The History tab appears only if your role includes the View Device Details option
in the Cards section of the Edit Roles workflow.

Operator's Guide Page 21 of 153



3.3.2

Operator's Guide

4.

intercede

Note: You must have either the View Full Audit or View User Audit permissions to
view the history for a user. See the Audit scope section of the Administration Guide for
details.

Click the links to view the detailed list of changes.
To finish the workflow, click OK.

Editing a person

The Edit Person workflow allows you to edit the details of a person in the database.

You can also use the Edit Person workflow to find a person in your directory and make their
details available to MyID if you are using an LDAP directory as the primary source of your
data. See the Using an LDAP directory section of the Administration Guide for details of
setting up the connection to your directory.

1.
2.
3.

From the People category, click Edit Person.

Use the Find Person stage to search for the person whose details you want to edit.
Click the box to the left of the name of the person whose details you want to edit.
The Edit Details stage displays existing information about the person.

The Personal tab displays the details of the person.

You cannot edit any details that have been populated from the directory if you have set
up your system to use the directory as a primary data source, but you can edit any other
details.

You can select the roles available to the person.

If you clear all the roles assigned to a user, you can still save the user record; however,
the user is not saved without any roles, but retains all of their previous roles.

Note: If you use the Select Roles dialog to edit a user, if a role that the user previously
held has been removed from the user's group, it appears in the list with (No longer
available) appended after the name — when you click OK, any such roles will be removed
from the user's roles.

You can change the person's picture: see section 7.3, Obtaining images.
To enable or disable a person, select an option from the Enabled drop-down list.

You must select a reason and type a comment if you disable a user. See section 6.5,
Certificate reasons for details of the different reasons.

Note: You cannot enable or disable a person if you have set up your system to use the
directory as a primary data source.

The Account, Credentials, and History tabs are the same as those used to view a
person — see section 3.3.1, Viewing a person'’s details for details.

The Credentials and History tabs appear only after you have added the person to the
MyID database; they do not appear while you are using the Edit Person workflow to add
a person from the directory.

To finish the workflow, click Save.
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Removing a person

You can remove a person from the system, revoking any certificates and canceling any
devices that have been issued to them.

To remove a person:
1. From the People category, click Remove Person.
2. Use the Find Person stage to search for the person whose details you want to remove.

The Display Details stage shows the person's title, first name, initial, last name and
security ID.

3. Ifyou are sure you have selected the correct person, click Confirm.
4. Selectthe reason you are removing the person and add a comment.
See section 6.5, Certificate reasons for details of the effect of the different reasons.

The person is removed from the MyID system. Removing a person from MyID does not
remove the user from the directory.

Setting security phrases

If you log on to MyID without a smart card, or if your card is locked, you must identify yourself
to the system using a series of security questions. The Change My Security Phrases and
Change Security Phrases workflows allow you to set these responses.

Changing your own security phrases

You can use the Change My Security Phrases workflow to change the security phrases
stored in the database for your own account.
1. From the People category, click Change My Security Phrases.

2. Select the security questions that will be used to confirm your identity from the drop-down
lists, then type and confirm the answers to each of the questions.

Confirm 1: |

M Answer 2 | Confirm 2: |

M Answer 1: |

Note ' denotes the default security phrase

DOIshow characters

When you make changes to these answers, you must provide answers to all the
questions displayed.

If there is more than one security phrase, the default security phrase is marked with an
asterisk (*). This is the phrase used for situations where only one password is required.
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Note: Your system administrator can configure the number of security phrases. See the
Setting the number of security phrases required to authenticate section of the
Administration Guide for details.

3. Click OK.

Changing security phrases for a user

You can use the Change Security Phrases workflow to change the security phrases for any
user on the system, assuming your role enables you to do so.

1. From the People category, click Change Security Phrases.

You can also launch this workflow from the View Person screen in the MyID Operator
Client; this launches the workflow with the person already selected. See the Changing a
person's security phrases section in the MyID Operator Client guide for details.

2. Use the Find Person stage to search for the person whose security phrases you want to
change.

3. Select the security questions that will be used to confirm the person's identity from the
drop-down lists, then type and confirm the answers to each of the questions.

When you make changes to these answers, you must provide answers to all the
questions displayed.

If there is more than one security phrase, the default phrase is marked with an asterisk
(*)- This is the phrase used for situations where only one password is required.

Note: Your system administrator can configure the number of security phrases. See the
Setting the number of security phrases required to authenticate section of the
Administration Guide for details.

4. Click OK.

Authenticating users

The Authenticate Person workflow allows a MyID operator to authenticate the identity of a
cardholder. The authentication is recorded in the MyID audit trail.

This workflow allows you to carry out authentication when required to by your process; for
example, for FIPS 201-3, you must confirm the identity of the cardholder before carrying out
changes on their card.

Note: MyID does not enforce the authentication of cardholders for operator-led workflows,
but by recording the details of the authentication in the audit trail it allows you to verify that
your operators have been following the process correctly.

The Authenticate Person workflow allows the following methods of authentication:

« Match Enrolled Fingerprints — the operator guides the cardholder through providing
their fingerprint biometrics. The fingerprint is matched against the enrolled fingerprints in
the MyID database.

Note: This feature is supported only if your system has been configured for biometrics.
For more information, contact customer support, quoting reference SUP-142.

« Identity Documents — the operator checks the details of the provided identity
documents and records their details, including expiry dates and serial numbers.
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Note: The list of available documents is determined by the two Title lists. To edit these
lists, use the List Editor. See the Changing list entries section of the Administration
Guide for details.

» Security Phrases — the operator asks the user their security questions. For more
information on setting the number of security phrases required to authenticate, see the
Setting the number of security phrases required to authenticate section of the
Administration Guide for details.

» Operator Approval —if the cardholder cannot provide fingerprints, identity documents,
or provide their security phrases, the operator can override the check. The operator must
provide a reason why they are providing approval.

You can control which methods of authentication are available to operators using the Edit
Roles workflow. Underneath the Authenticate Person workflow in the list of available
options, you can select which methods are available to operators with that role:

Match Enrolled Fingerprints
Identity Documents

Operator Approval

& & & & &

Security Questions

To authenticate a cardholder:
1. From the People category, select Authenticate Person.

You can also launch this workflow from the View Person screen in the MyID Operator
Client; this launches the workflow with the person already selected. See the
Authenticating a person section in the MyID Operator Client guide for details.

2. Inthe Find Person screen, type the details of the person you want to authenticate, then
click Search.

3. Select the person you want to authenticate from the list of search results.

Authenticate Person

Select an Authentication Mechanism Please provide any further ts, especially if the ication is rejected

O Match Enrolled Fingerprints €@ Comments:
O dentity Documents [x]
O Operator Approval [x]
O security Phrases [x]

4. Select the authentication mechanism.
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The list of available authentication mechanisms is determined by your MyID role
permissions.

For Match Enrolled Fingerprints:

Authenticate Person

Select Biometric Reader: | Crossmatch PIV Verifier ™|

Capture:

1- Preferred -
2 - Suitable "
BN - Not suitable —

Select an Authentication Mechanism Please provide any further ts, especially if the ication is rejected
@ Match Enrolled Fingerprints ) Comments:
dentity Documents Q
perator Approval Q
O Security Phrases Q

Select the fingerprint you want to match, and guide the cardholder to use the fingerprint
scanner.

For Identity Documents:

Authenticate Person

Title: | ﬁl Title: | ﬂ]
Issued by: | tssued by: ]
Number: Number: ]
\ | \ |

expirtion: [~ |- V|- ] expirotions [ vl M- [v]

Select an Authentication Mechanism Please provide any further ts, especially if the i is rejected

atch Enrolled Fingerprints €9  Comments:
dentity Documents [x]
perator Approval [x]
O security Phrases [x]

Record the details of two identity documents provided by the cardholder, including:
 Title —the type of document.
* Issued by — the issuer of the document.
* Number - the serial number of the document.
» Expiration — the expiration date of the document.

Note: The list of available documents is determined by the two Title lists. To edit these
lists, use the List Editor. See the Changing list entries section of the Administration
Guide for details.

Page 26 of 153


Administration Guide.pdf
Administration Guide.pdf

intercede

For Operator Approval:

Authenticate Person

Please provide the steps taken to identify Grace Drever, including the reasons why this
was done manually.

Comments:

Select an Authentication Mechanism Please provide any further ts, especially if the i is rejected

O Mateh Enrolled Fingerprints € Comments:

dentity Documents
perator Approval Q
O Security Phrases Q

Provide the details of your manual authentication of the cardholder. Include as many
details as possible as to why the cardholder could not provide fingerprints or identity
documents.

For Security Phrases:

Authenticate Person

Security Phrases

Question Answer

Password:

Select an Authentication Mechanism Please provide any further ts, especially if the i is rejected

O Match Enrolled Fingerprints € Comments:
dentity Documents [}
perator Approval [}
@® security Phrases [}

Ask the user their security questions and type the answers, then click Verify Phrases.

The number of questions you need to ask is independent of the number of questions the
user has stored in the system — for example, the user may have four questions stored,
and you may be required to ask two of them for operator-led authentication.

For more information on setting the number of security phrases required to authenticate,
see the Setting the number of security phrases required to authenticate section of the
Administration Guide for details.

5. Type your comments in the Comments box. These comments are included in the MyID
audit trail.

6. Click Authenticate to approve the cardholder's identity or Reject if you are not satisfied.
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4 Working with groups

MyID lets you organize people into groups. These form a hierarchy, with each person
belonging exclusively to a single group. This structure normally represents the reporting
structure within your organization, since it forms the basis for defining the security scope of
each person.

4.1 Adding a group
To add a new group:
1. Select the People category and then select Add Group.

You can also launch this workflow from the Group Management section of the More
category in the MyID Operator Client. See the Using Group Management workflows
section in the MyID Operator Client guide for details.

The General page opens.

General

Group: | |

Description: | |

Device Assignment End Date: | |E
Maximum Numberu{ADs:Lg.‘:EESd ‘
el | €3
roesfore | KW
Defaultoles: orolels) | (Y
Enabled: | Enabled ™|
Reason: | Revocation (other) (revoke) M

Reason Detail: |

Note: In the PIV edition of MyID, there is an additional tab for the details of the user's
Agency. See the Manage agencies section of the PIV Integration Guide for details.

2. In Group, type the name of the group.
3. Enter a short Description for the group.

4. Optionally, set the following license options:

« Device Assignment End Date — select the last date on which you can assign or
issue devices for this group. After this date, you will no longer be able to assign or
issue devices to people in this group.

« Maximum Number of Assigned Devices — type the maximum number of devices
you can assign or issue to this group. Once the number of devices assigned or
issued to people in this group reaches this number, you will no longer be able to
assign or issue devices to people in this group.

5. Click the Group button to the right of Parent group. A list of available parent groups is
displayed.
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+ If you are entering details of a top-level group, select Root.

» If you have already created other groups, select the one to contain the new group
you are creating, if appropriate.

6. Click the icon to the right of Roles and select the roles that can be placed in this group

from the list.

Note: If you do not select any roles, and leave the option displaying 0 Role(s), this
means that the group is unrestricted and all roles are available to the group.

Click OK. The number of roles that you have selected is displayed in the Roles box.

Note: This number is purely a count of the roles — it does not relate to the number
displayed next to a role name in the Edit Roles workflow.

Select whether the group is enabled or disabled.
By default, a new group is Enabled.

If you set a group to Disabled, you can specify a reason. A “no entry” sign is displayed
against a disabled group when you view it in the Parent Group list.

See section 6.5, Certificate reasons for details.

Changing a group

You can make changes to a group, including which roles can be placed in the group and
whether it is disabled or not.

1.

Select the People category and then Amend Group.

You can also launch this workflow from the Group Management section of the More
category in the MyID Operator Client. See the Using Group Management workflows
section in the MyID Operator Client guide for details.

A list of available groups is displayed after a brief pause.

Select the group you want to change and click Continue.

If you select the wrong group, click the Group button to display the list again.
Make your changes.

You can change the basic details of the group, including whether it is enabled or
disabled.

Optionally, set the following license options:

» Device Assignment End Date — select the last date on which you can assign or
issue devices for this group. After this date, you will no longer be able to assign or
issue devices to people in this group.

« Maximum Number of Assigned Devices — type the maximum number of devices
you can assign or issue to this group. Once the number of devices assigned or
issued to people in this group reaches this number, you will no longer be able to
assign or issue devices to people in this group.

Click the icon to the right of Roles and select the roles that can be placed in this group
from the list.

Note: If you do not select any roles, and leave the option displaying 0 Role(s), this
means that the group is unrestricted and all roles are available to the group.
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Note: Changes to the roles that can be selected do not affect existing accounts; if you
edit the roles for a user, you can select from the currently-available roles for the user's
group, and must remove any roles that are no longer allowed, but MyID does not add or
remove roles from a user automatically.

6. Forinformation on setting up the Default Roles, see the Default roles section in the
Administration Guide.

7. From the Enabled drop-down list, select Enabled to enable the group, or Disabled to
disable the group.

Warning: If you disable a group, all accounts within it are also disabled.

If you disable a group, you must select a reason. See section 6.5, Certificate reasons for
details.

4.3 Deleting a group

If you no longer require a group, you can delete it.
1. Select the People category and select the Remove Group workflow from the list.

You can also launch this workflow from the Group Management section of the More
category in the MyID Operator Client. See the Using Group Management workflows
section in the MyID Operator Client guide for details.

A list of available groups is displayed after a brief pause.
2. Select the group you want to remove and click Remove.

If you select the wrong group, click the Group button to the right of Select a Group to
display the list of groups again.

Note: You cannot remove a group that contains other entries. Instead, you must use the Edit
Groups workflow, which asks you where to relocate the group’s contents.

4.4 Editing groups

Using the Edit Groups option, you can add, rename, edit, and remove groups; you can also
import an LDAP directory branch into your group structure.

1. From the People category, select Edit Groups.

You can also launch this workflow from the Group Management section of the More
category in the MyID Operator Client. See the Using Group Management workflows
section in the MyID Operator Client guide for details.
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Edit Groups

Root
Finance
IT
MasterAdmin
Production
Professional Services
Research
Sales
Support

[+

_| System Startup

Existing groups are displayed in a tree structure, and can be expanded or collapsed by
clicking the plus (+) or minus (-) signs to the left of their names.

Click a group name to select it.
2. Right-click the name of a selected group to display a menu. From here you can:

* Addanew group

* Move a group to a new location in the tree structure

* Rename a group

» Import an LDAP directory branch, choosing whether to:
» Import an Organizational Unit (OU) and its children
* Import just the children of an OU

* Remove a group, choosing whether to:
* Remove a group, moving any groups it contains and the users to a new group

* Remove the group and any groups it contains, moving just the users to a new
group
3. When you have made all the necessary changes, click Save.

4.4.1 Adding a new group
1. Right-click the name of the group that you want to contain the new group.
2. Select Add, then New Group from the menu.
A new group is created, called New.

If the parent group is closed, you may not see the new group. Click the plus sign (+) sign
next to the parent group to view it.

3. Right-click the name of the group and select Rename Group from the menu.
4. Select the existing name of the group and enter a new one.

5. Click Save.
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4.4.2 Moving a group

1.
2.
3.
4.

Right-click the name of the group that you want to move.
Select Move Group from the menu.
Click the name of the group that you want to contain it.

Click Save.

443 Renaming a group

1.
1.
2.
3.

Right-click the name of the group that you want to rename.
Select Rename Group from the menu.
Highlight the existing name of the group and enter a new one.

Click Save.

444 Importing an LDAP directory branch

1.

5.

Right-click on the name of the group into which you want to import a branch from an
LDAP directory.

Select Import LDAP Branch from the menu.

Select one of the following options:
* OU and Children to import the group and all its contents
» Just Children to import just the contents of the group

The Select Group box opens.

2] Select Group X

ease select the top level for the branch that you wish to import

LDAP Root
g; Deait ADS

Locate and select the Organizational Unit (OU) that you want to import and click Select.
Click Save.

4.4.5 Removing a group

1.
2.
3.

Operator's Guide

Right-click the name of the group you want to remove.
Select Remove Group from the menu.
Select one of the following options:

* Remove Group, Move Sub-Groups and Users to delete the group but move any
sub-groups and people to another group.

* Remove Group and Sub-Group, Move Users to delete the group and any sub-
groups within it but move the people to another group.
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4. A message is prompts you to confirm that you want to delete the group. Click Yes to
continue.

5. The Reparent Users box opens.

Click the name of the group into which you want to move any sub-groups and people,
then click Select.

6. Click Save.
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Working with cards

The Cards category allows you to manage your smart cards or other devices. For example,
you can issue, update, unlock and cancel cards. You can also identify cards and change their
PINs.

For details of the smart card manufacturers, model numbers, and middleware versions
supported, see the Smart Card Integration Guide.

Issuing cards

You can issue a card directly, or you can request a card that the user can then pick up.
Depending on how your system is set up, it may be necessary to validate a card request
before the card can be collected.

Issuing a card

Note: If you are using archived certificates, and the user has chevrons <> in their PIV DN, you
may see an error similar to the following when attempting to use the Issue Card workflow:

The certificate request is invalid or badly formed.

As a workaround, use Collect Card or the Self-Service App to collect the card instead. The
Issue Card workflow is not recommended for PIV card issuance; see the PIV card issuance
section in the PIV Integration Guide for details of the PIV card issuance process.

The Issue Card workflow allows you to issue a card to a MyID user. The user must already
exist in the database before you can issue a card.

Toissue a card:
1. From the Cards category, click Issue Card.
2. Use the Find Person stage to search for the person to whom you want to issue a card.

3. Select the person. The Select Credential Profile screen appears.

Select Credential Profile

Select Credential Profile: | Auto ENT M|

Name Auto ENT
Auto ENT

ExchangeUserCAArchive on DOMAIN25-VINF2016DC25-CA
SmartcardLogon2048 on DOMAIN25-VINF2016DC25-CA 2 / @&
SmartcardUser2048 on DOMAIN25-VINF2016DC25-CA

User2048 on DOMAIN25-VINF2016DC25-CA

Click the Details button to view the details of the profile that is currently selected. Click
Hide to return to the original view.

4. You may be able to specify an expiry date for this card (see section 5.2, Setting expiry
dates for a card).

Page 34 of 153


Smart Card Integration Guide.pdf
PIV Integration Guide.pdf

Operator's Guide

intercede

Select the option to display a field where you can specify a date.

. Select the profile you want to use from the drop-down list, then click OK.

Please insert the new card to be issued

Waiting for new card...

Insert a blank card into the reader.

If you want to print the card, click Use Card Printer. This allows you to either load a new
card into the card printer or eject the card.

Select the correct printer from the Select Printer list and click the Load New Card or
Eject Card button.

In the Create Card stage, enter or view the PINs for the card:
« If the card has a contact chip, type and confirm its PIN.
» For each hardware and software one time password:
* Ifthe type of password required in the profile is User, type and confirm the PIN.

 If the type of password required is Device, the PIN is the same as the PIN for the
contact chip.

 If the type of password required is Server, the PIN is generated.
« If the type of password required is None, there is no PIN.

Note: The Show Generated PINs configuration option must be set to Yes to allow the
system to display the PINs for random or server-generated PINs. See the PINs page
(Security Settings) section in the Administration Guide for details.

Click Details to show details of the information that will be written to the card (see below).
Click Hide to show the summary.

Create Card
Mac Batt The PIN must:
'r:. = ‘

AR

New PIN:

Confirm PIN: |

Card Label:| Mac Batt |

. Click Next.

If the credential profile requires secondary validation, a withess must insert their card to
validate the issue of the card.

MyID then writes any certificates to the new card.
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9. The Print Card stage lists all card layouts that are available to the credential profile being
issued. Clicking a layout shows you how the card will appear when printed, with the user
image and dynamic fields populated automatically.

Note: If the preview image of the card displays an error with the following:
Unable to retrieve card layout preview
see section 5.12.4, Troubleshooting card layout preview issues.

10. Either click Print to print the card or click Skip Printing to end the workflow without
printing the card.

If there is a problem when issuing the card, you may be able to select a different credential

profile or card to attempt to issue the card again.

51.2 Requesting a card

The Request Card workflow allows you to request a card that can be collected later using the
Collect Card or Collect My Card workflows. Depending on how your system is set up, it
may be necessary to validate a card request before the card can be collected.

To request a card:
1. From the Cards category, click Request Card.
Use the Find Person stage to search for the person to whom you want to issue a card.

2

3. Select the person. The Select Credential Profile screen appears.
4. Select the credential profile you want to use from the drop-down list.
5

. You may be able to specify an expiry date for this card (see section 5.2, Setting expiry
dates for a card).

Select the option to display a field where you can specify a date.
6. Torequesta card using this profile, click Request Card.
To pre-allocate a specific card, click Assign Card:

« Ifthe Allow card serial number to be entered during Request Card workflow
option is setto ves, you can enter the serial number.

You can include 2 and * as wildcard characters; any unassigned devices, or devices
with unrestricted cancellation, that match the search criteria are displayed; the
device serial numbers must already be known to MyID. If more than 10 devices
match the search criteria, you must search again with more restrictive criteria.

« Alternatively, insert the card you want to allocate.
MyID creates the card request job.

+ IKB-367 — Problem adding a user from Active Directory where the logon name
already exists in MyID

A problem has been identified when the following scenario occurs:

« Auser accountis added to MyID from Active Directory.

« The user account is removed from Active Directory, but no removal of the account
from MyID takes place.
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« Anew user account is created in Active Directory with the same logon name.
« An attempt is made to request credentials for that user account in MyID.
When this occurs, errors similar to the following appear:

« Inthe Request Card workflow in MyID Desktop:

There has been a problem validating the user due to missing or

invalid data

In the Request Device screen in the MyID Operator Client:

®* Validation problem, the value for 'logonName', 'Logon', already

existsError number: WS40001
As a workaround, you can remove the user account from MyID using Remove Person
and repeat the steps to create the new request.

5.1.3 Validating a card request

If the credential profile has the Validate Issuance option set in the Issuance Settings, you
must validate a card request before the card can be issued. The validator must be a different
person than the person who requested the card or the person to whom the card will be
issued.

The Validate Request workflow allows you to validate a card request.
To validate a request:
1. From the Cards category, click Validate Request.

2. Enter the search details for the job, then click Search.

saws: | Auto|v]| pegeor1 [

AllfNone D JobFor Requested By Request Date Validator Validation Date Status Task Type

O & 1014 FayeRasco startup user 29 May 2019 Awaiting Validation  Issue card task
O 0 1015 SamsSmith startup user 29 May 2019 Awaiting Validation  Issue card task

3. From the list of jobs, select the card request you want to validate, and click Next.
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Job Details

\ Name: Faye Rasco
? Emal Faye.Rasco@diym.uk
P . / Phone:
Requested By startup user Operation: Issue card task
Request Date: 29/05/2019 Credential Profile Name: Cardholder M
Job ID: 1014

Status: Awaiting Validation

4. You can select a different credential profile from the list if necessary.

If the option to specify an expiry date has been enabled (see section 5.2, Setting expiry
dates for a card), you can set or change the expiry date for the card.

6. Click one of the following options:
* Accept to validate the card request. The card can now be issued.
* Reject to reject the card request. The card can not be issued.
51.4 Collecting a card
You can collect a card that has been requested for another user.
To collect a card:
1. From the Cards category, click Collect Card.

Collect Card > Confirm Job > Insert Card > Collect

Select a job or search for a person

Q| X| Yoa Afitersselected

Attribute: Where: Value:
M  Approved By v DoesNotEqual ¥ Current Operator v
M  recipient ¥ | DoesNotEqual ¥ | Current Operator v
M Allowed issuer v Equals ¥ | Current Operator v

3 records found with 4 filters applied

Job 1D Full Name Job Type

Credential Profile Card Type Requested Date Requested By
1 Sam Smith 1ssue card task PROX only Contactless Chip 21 December 2016 08:45:36 startup user
12 sam smith issue card task PIV Card Contact Chip 21 December 2016 08:51:07 startup user
13 sam smith Issue card task PIV Card Contact Chip 21 December 2016 09:03:13

startup user

2. Enter the search details for the job, then click Search.

For details of using search filters, see section 2.2.3, Using advanced search.
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3. Select the job from the list.

Person

Sam Smith

1001

Security: 1001

Group: Human Resources

Job selected

PIV Card
n JobID: 13
= | Job Type: New Issuance
Card Type: Smart Card with Chip

Expiry Date: 21/12/2017

Collect Card > ConfirmJob > Insert Card > Collect > Mailing Documents

Issuance Policy | Content

Credential Profile

Name: PIV Card
Description: A basic PIV card

Card Details

Card Type: New Issuance

Proximity Card Check: None
Restrict To Known Serial Numbers: No
Card Stock Required: None

User PIN

Card PIN Type: User PIN
Lock User PIN At Issuance: No

Process

Card Activation: None

Separate Card Encoding States: No
Disable Card At Issuance: No

Print Mail Document: None

Job Details

intercede

4. Make sure that the details of the job are correct. This screen lists the following:

* Onthelssuance Policy tab, details about the credential profile that will be used to

issue the card.

» On the Content tab, details about the card content, including format and certificates.

* Onthe Job Details tab, details about the request and approval of the card, the job
label, and any assigned card details.

» If you have the Display person details during confirm job configuration option (on
the LDAP tab of the Operation Settings workflow) set, an additional tab labeled
Person Details is available.

5. Click Next.
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Collect Card > ConfirmJob > Insert Card > Collect > Mailing Documents

Person Insert card

Sam smith smart Card Reader smart Card Printer
L —§ 1001
Security: 1001

& o el
e No cards found, please insert a card.
lob selected —
PIV Card
n Job ID: 13
= | Job Type: New Issuance
Card Type: Smart Card with Chip

Expiry Date: 21/12/2017

Select one of the following options:
* Smart Card Reader — select this option to issue the card using a card reader
attached to your PC.
» Smart Card Printer — select this option to issue and print the card using a card
printer attached to your PC.
For more information about using a card printer, see the Printer Integration Guide.
Insert a card into the card reader, or load a card into the card printer.

If there is more than one suitable card inserted, select the card you want to use. If only
one suitable card is inserted, the workflow automatically moves on to the next stage.
Depending on how your system is configured, you may see a warning at this stage; when
you install MyID, the settings on the Device Security page of the Security Settings
workflow are configured to require you to use customer GlobalPlatform keys and random
Security Officer PINs (SOPINs). The system is also configured to display warnings if your
system is not securely configured. See the Device Security page (Security Settings)
section in the Administration Guide for details.

Click Next.

If the credential profile is set up for activation, the workflow ends here; to complete the
issuance of the card, you must use an activation process.

See section 5.4.1, Activate card, section 5.4.2, Assisted activation, and the Activating
cards section in the Administration Guide for details.

If you are using a card printer, select the card layout you want to use.
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Person

Sam Smith
1001
& 1 security: 2001
*\r Group: Human Resources
¥ -

==

Job selected

PIV Card

Job 1D: 12

Job Type: New Issuance

Card Type: Smart Card with Chip

Expiry Date: 21/12/2017

Printer Selected
send To OneNote 2013

Ready

Device selected

Not Issued
I OBERTHUR4820502B8200500014673
B | This card is not assigned

Collect Card > Confirm Job > Insert Card > Select Layout > Collect > Mailing Documents

Select layout to be printed

print card skip card printing
Layout
PIV_CON v
Front

gy 2017
‘ﬁ:‘ . e
i ~

100 %

Back

100 %

intercede

OmEADmuGeII 0000000010000

If you decide not to print at this stage, click Skip card printing.

12. Click Next.

Person

sam smith
1001
& 1 security: 1001
- Group: Human Resources
" 4

B =

Job selected

PIV Card

JobID: 13

Job Type: New Issuance

Card Type: Smart Card with Chip

Expiry Date: 21/12/2017
Device selected
Not Issued

OBERTHUR4820502B200900014673
This card is not assigned

Collect Card > ConfirmJob > Insert Card > Collect > Mailing Documents

Set your PIN

Enter PIN: The PIN

| May contain one of the following symbols I"#5%&()*+"-/5=<?@

Confirm PIN:

Must be between 6 and 8 characters in length

13. Type the PIN for the card in the Enter PIN box, then again in the Confirm PIN box.

MyID provides feedback on-screen that the PIN meets the requirements configured in the
credential profile. Once you have entered and confirmed a valid PIN, click Continue.

MyID writes the user's details and any configured certificates to the card.

Note: If you are issuing prox-only cards, or combination chip and prox cards, if the prox
part of the card is not detected at this stage, check the following:

* The card is a prox card.

» The card is the correct prox card with the correct serial number.
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» The prox portion of the card is working correctly.

You can also configure MyID to use a separate external prox reader. See section 5.72.3,
Printers have external readers.

14. If you are using a card printer, MyID prints the card at this point.

Note: If you have the Print Quality Confirmation option (on the Devices tab of the
Operation Settings workflow) set to Yes, you are asked to confirm that the card printed
correctly:

« Did the card print OK?

If you respond Yes, the workflow completes.

If you respond No, MyID offers the following option:
« Do you want to retry the collection?

If you respond Yes, MyID cancels the card, revokes the certificates, then attempts to
issue the card again.

If you respond No, MyID cancels the card and revokes the certificates.

15. Ifthe credential profile is configured for a mailing document, you can print it at this point.

Collect Card > Confirm Job > Insert Card > Collect > Mailing Documents
Person Print mailing documents
Sam smith print document Skip document printing
oy =
Document to print:

7
{‘ e Greeting

Job selected

PIV Card

n JobID: 13

= | Job Type: New Issuance
Card Type: Smart Card with Chip
Expiry Date: 21/12/2017

Device selected

Not Issued
OBERTHUR4820502B200900014673
This card is not assigned

Note: For details of configuring templates for mailing documents, contact customer
support, quoting reference SUP-255.

16. Either select Print document, then click the Print button, or select Skip document
printing.

17. Click Next.

The workflow completes.

- IKB-216 — Magnetic stripe only card issuance not supported in Collect Card or
Batch Collect Card
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Itis not currently possible to use the Collect Card or Batch Collect Card workflow to
issue a card with magnetic stripe encoding only — that is, without additional contact chip
or contactless encoding. Jobs that require magnetic stripe only are omitted from the
search results.

Collecting your own card

You can collect a card that has been requested for you. You may be able to log on with your
security phrases to collect your new card. If you have logged on with a card, you can collect
updates that an administrator has requested for that card using the Request Card Update
workflow.

To collect a card or an update:
1. From the Cards category, click Collect My Card.

If you have more than one card request waiting, the list of jobs available for your card

Select Job
rons: | Auto|v]| pogeors
(-] Job For Regquested By Request Date Validator Validation Date Status Task Type
O B 1016 DaleCooper startup user 29 May 2019 Bungle 29 May 2019 Awaiting lssuance Issue card task
O [E 1017 DaleCooper startup user 29 May 2019 Awaiting lssuance Issue card task

2. Select the job you want to collect, then click Next.

3. Ifthe card was pre-allocated using the Assign Card option when it was requested, you
must present the same card. Either insert the card with the specified serial number, or
type the serial number (for cards with no contact chip).

Follow the instructions on screen to collect your card or updates.
If there is a problem when issuing the card, you may be able to select a different card to
try again.

Requesting multiple cards

You can configure MyID to request multiple cards for a single user; for example, for a team
leader who may hold a stock of cards and issue them to their team members as and when
required.

To configure MyID to issue multiple cards:
1. From the Configuration category, select Operation Settings.
2. Onthe Issuance Processes tab, set the following options:

* Maximum multiple credential requests — set this to the maximum number of cards
you want to request at one time. This option is for requests that require secondary
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validation.

* Maximum unvalidated multiple credential requests — set this to the maximum
number of cards you want to request at one time. This option is for requests that do
not require secondary validation.

Click Save changes.
From the Configuration category, select Credential Profiles.

Create a new credential profile, or modify an existing profile.

o o &~ w

In the Issuance Settings section, set the following option:

* Allow multiple requests — set this option to allow operators to request multiple
cards using this credential profile.

Note: This option appears only if you have set Maximum multiple credential requests
or Maximum unvalidated multiple credential requests to a value greater than 1.

Credential Profile

Name: | Team Leader Multiple Description: | |

Device Friendly Name: |

Card Encoding Issuance Settings
Services

Valgse ssance: O
Self-Service Unlock Authentication Validate Cancelation: []
PIN Settings N e
PIN Charner Lifetime: (365 |days
Only Issue to Known Serial Numbers: [J
Mail Documents Issue Via Bureau: []
Credential Stock . o g
D e, ow multiple requests:
Lock User PIN at Issuance: [
Disable Card at Issuance: []
Requisite User Data Issue Additional Identities: [
Key Recovery Only: []
Require Activation:| No M|
Pre-encode Card:| None M|
Require Fingerprints at Issuance: | System Default ™|
Require Facial Biometrics: | System Default ™|

7. Complete the credential profile and save it.
To request multiple cards:
1. From the Cards category, select Request Card.

2. Select the user for whom you want to request multiple cards.
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3. From the Select Credential Profile drop-down list, select a credential profile that has the
Allow multiple requests option set.

Select Credential Profile

Select Credential Profile: | Team Leader Multiple V||

Number Of Cards: [1 |

Name Team Leader Multiple

Description Multiple cards for
distribution to team
leaders

Device Friendly Name

4. Inthe Number of Cards box, type the number of cards you want to request for the user.

5. Click OK.

If you have requested more cards than are permitted by the Maximum multiple credential
requests or Maximum unvalidated multiple credential requests option, MyID displays a
warning, and you can adjust the number of cards requested.

Setting expiry dates for a card

Credential profiles include a Lifetime setting (see the Credential profile options section in the
Administration Guide) that determines either the lifetime of the card (the number of days for
which it is valid).

It is possible to specify an expiry date for a specific card at the point at which you request the
card. To enable this option:

1. From the Configuration group, select Operation Settings.

2. Click the Issuance Processes tab.

3. Change the value of Set expiry date at request to Yes.

4. Save the changes.

The Set an explicit expiration date option is now displayed in the Select Credential profile
stage; for example, when issuing or requesting a card.

Selecting this option displays an Expiry Date field where you can set a specific expiry date.
This may be used, for example, if there is a fixed date from which the card is not required
because someone is working on a fixed-length contract.

The card will expire at midnight on the date selected. If no date is specified, the card expires
on the default date for the credential profile used. When the card is issued, the expiry date for
the card is set at the shorter of the credential profile expiry date and the card-specific expiry
date; for example:
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» Ifa card is normally valid for one year but the card-specific expiry date is set for a date in
6 months' time, the card will expire in 6 months.

 Ifacardis normally valid for 30 days but the card-specific expiry date is set for a date in 2
months' time, the card will expire in 30 days.

Select Credential Profile

Select Credential Profile: | Auto ENT M)

rCAArchive on DOMAIN25-VINF2016DC25-CA

£on2048 on DOMAIN25-VINF2016DC25-CA 4 / @&
SmartcardUser2048 on DOMAIN25-VINF2016DC25-CA

User2048 on DOMAIN25-VINF2016DC25-CA

Set an explicit expiration date: Expiry Date

Note: If you provide a date and this exceeds the Maximum Expiry Date set against the user
account, the attempt to create the request is rejected. This does not occur if the credential
profile requested has the Ignore User Expiry Date option enabled. The error recorded is:

Error: 0x800468e8 : A job cannot be created or updated as the specified

expiry date exceeds the target users max request expiry date.

5.2.1 Known issues
- IKB-324 — Removing an expiry date in the Validate Request workflow does not
remove the date from the request

When using the Validate Request workflow in MyID Desktop, if the operator clears the
explicit Expiry Date field, and the request is approved, the date is not removed from the
request.

This issue does not occur when using the MyID Operator Client.
To work around this issue, cancel the request and repeat the request process, without
specifying an expiry date.

5.3 Issuing replacement cards

When you request a replacement card, the type of replacement depends on the reason the
card needs to be replaced.

+ Ifthe card is lost or destroyed permanently, the system cancels the card, revokes the
certificates and requests a permanent replacement card.

 Ifthe card is misplaced or forgotten, the system disables the card, suspends the
certificates, and requests a temporary replacement card.

Certificates are treated differently, depending on whether they are archived, and whether the
original certificates may have been compromised.
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See section 6.5, Certificate reasons for details of what happens to the certificates in the
various card replacement scenarios.

For temporary replacement cards, you are strongly recommended to set up a temporary
replacement credential profile. See section 5.3.6, Temporary replacement credential profiles
for details.

Issuing temporary replacement cards

You can use the Issue Temporary Replacement Card workflow to issue a temporary
replacement card to a user; for example, if the user has forgotten their card.

If there is a _temp credential profile for the card being replaced, it is used automatically. If
there is no _temp credential profile available, the same profile as the original card is used.
See section 5.3.6, Temporary replacement credential profiles for instructions on creatinga _
temp credential profile.

To issue a temporary replacement card:
1. From the Cards category, select Issue Temporary Replacement Card.

2. Use the Find Person screen to search for the user to whom you want to issue a
temporary replacement card.

3. Select the user from the list.

The list of possible reasons for issuing a temporary replacement card appears.

Replacement Card
A eard with the following details will be requested
User: Alise Rice  Profile: NoCerts
Why are you requesting a replacement card?
Forgotten

The device has been misplaced and a temporary replacement is required. (Existing credentials will be suspended, archived credentials will be recovered to the replacement
credential)

Pending Investigation
O The device is being investigated and should be suspended temporarily. The device should no longer work until it is re-enabled. (Existing credentials will be suspended, archived
credentials will be d to the I: d 1)

Suspension (other)
O The device has been temporarily suspended for a user defined reason. {Existing credentials will be suspended, archived credentials will be recovered to the replacement
credential)

Details:

4. Select the reason you are issuing a temporary card, then type the Details.
See section 6.5, Certificate reasons for details.

Click Next.

Insert the replacement card.

Type the New PIN and confirm it.

Click Next.

© ® N o v

Print the card, if necessary.
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Requesting a replacement card

The Request Replacement Card workflow allows you to request a replacement card.

Note: To allow you to select another person, you must have a role that has the Choose
Recipient option selected under Request Replacement Card entry in the Edit Roles
workflow.

1. From the Cards category, click Request Replacement Card.
2. To select the cardholder, use the Find Person screen to select the person.
The cards assigned to the person are listed.
3. Select the card you want to replace.
If the person has only one card, the workflow progresses to the next stage automatically.
4. Select areason and provide Details for the card replacement.
See section 6.5, Certificate reasons for details.

Note: If the Delayed Cancellation Period configuration option (on the Devices page of
the Operation Settings workflow) is set to a value greater than 0, there is an additional
reason available: Device Replacement (Delayed Cancellation). If you select this
option, the device and its certificates are not canceled immediately, but are canceled
after the number of hours specified in the configuration option.

5. Torequest areplacement card, click Request Card.
To pre-allocate a specific replacement card, click Assign Card:

« Ifthe Allow card serial number to be entered during Request Card workflow
option is setto ves, you can enter the serial number.

You can include 2 and * as wildcard characters; any unassigned devices, or devices
with unrestricted cancellation, that match the search criteria are displayed; the
device serial numbers must already be known to MyID. If more than 10 devices
match the search criteria, you must search again with more restrictive criteria.

» Alternatively, insert the card you want to allocate.
MyID creates the replacement card request job.

The old card is canceled, and a job for a replacement card is created. The replacement card
can be picked up using either the Collect My Card or the Collect Card workflow.

Permanent card replacement example

For a permanent replacement card, MyID issues a new card using the same profile as the old
card.

The default behavior is as follows. Assuming that the card had two certificates, one of which
was archived, the new card contains the following certificates:

» Forthe non-archived certificate, a new certificate using the same template.

» For the archived certificate, a new certificate using the same template. All future
encryption is carried out using the new certificate.

« For the archived certificate, a number of historic recovered certificates.

The historic certificates allow you to decrypt any data encrypted with the original key.
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MyID can determine whether archived or new encryption certificates are issued to a card
based on the reason for the replacement; in situations when the card is still present, but is
damaged or permanently blocked, MyID can issue archived encryption certificates instead of
new certificates — the archived certificates are not revoked or suspended.

The behavior can be customized. Contact customer support for details.

Temporary card replacement example

For a temporary replacement card, MyID issues a new card.

If there is a _temp credential profile for the card being replaced, it is used automatically. If
there is no _temp credential profile available, the same profile as the original card is used.
See section 5.3.6, Temporary replacement credential profiles for details.

Assuming that the card had two certificates, one of which was archived, the new card
contains the following certificates:

» Forthe non-archived certificate, a new certificate using the same template.

« Forthe archived certificate, a copy of the archived certificate. As this is the same
certificate, you can encrypt and decrypt data as if you were using the original card.

Note, however, that if the credential profile has set the archived certificate to Issue new,
a new certificate is issued instead. If you want a temporary replacement card to be issued
a copy of the archived certificate, you must set the option for the archived certificate to
Use existing.

» For the archived certificate, a number of historic recovered certificates.
By default, no historic recovered certificates are written to temporary cards. You can change
the number of recovered certificates using the options on the credential profile.

Replacing temporary cards

A temporary replacement card should be used only for a short time. Temporary cards can be
replaced in the following situations:

» The original card is found.

Use the Erase Card workflow to cancel the temporary card, selecting the Activate
Original reason. The temporary card is canceled, and the original card is re-enabled.

» The temporary card is forgotten.

Use the Request Replacement Card workflow to request another card. The temporary
card is canceled, and a new temporary replacement of the original card is issued.

» Thetemporary card is lost or stolen, or the original card is compromised.

Use the Request Replacement Card workflow to request another card. The temporary
card is canceled, the original card is canceled, and a permanent replacement card is
issued.

Temporary replacement credential profiles

For temporary replacement cards, you are strongly recommended to set up a temporary
replacement credential profile, to consider carefully who can receive the temporary card, to
restrict its lifetime, and consider which certificates you want to include on it. If you do not
specify a temporary replacement credential profile, the original credential profile is used
instead — this may not be appropriate for your security policies.
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You can specify an alternative credential profile to be used automatically for temporary
replacement cards. Create a credential profile (see the Managing credential profiles section
in the Administration Guide) and give it the name <profile> temp. For example, if your
permanent card is issued with the profile Employee, create the alternative profile with the
name Employee temp.

Note: Credential profile names are case-sensitive.

Set up this profile to issue a signing certificate — this does not have to be the same as the
signing certificate on the original card. When the card is issued, you can recover any historic
encryption certificates to the card. The original signing certificate is suspended.

When the forgotten card is found, the temporary card is canceled. This revokes the
temporary signing certificate, unsuspends the original signing certificate, and leaves the
encryption certificate active.

_temp credential profiles do not apply to permanent replacement cards.

See section 5.3.1, Issuing temporary replacement cards for details of the Issue Temporary
Replacement Card workflow.

54 Activating cards

You can configure MyID to issue cards, but render them locked and unable to be used until
the cardholder has gone through an activation process. This process allows the cardholder to
enter a PIN for their card and to activate it, ready for use.

You can configure MyID to allow cardholders to activate their cards themselves (using MyID
Desktop, the Self-Service App, or the Self-Service Kiosk) or to be guided through the process
by an operator using the Assisted Activation workflow.

For information on setting up card activation, see the Activating cards section in the
Administration Guide.

541 Activate card

When a card has been issued, encoded and distributed to an applicant, the applicant can
activate the card using MyID.

1. Insert a card that has been issued.
2. Click Smart Card Logon.
3. Select the smart card, if there is more than one inserted into your card readers.

The details of the activation process depend on how the credential profile is set up. See
the Setting up authentication methods for activation section in the Administration Guide
for details.

« If the credential profile is set up to require an authentication code, type it in the
Authentication Code box.
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@ MyID Desktop - O X

Activate Card @"

Authenticate Code

Please enter your authentication code:

[

You will have been sent an email containing the authentication code. If you make
several invalid attempts to enter the code (as determined by the Maximum Allowed
OTP Failures configuration option), the activation code is canceled, and you must
ask an administrator to generate another code.

As soon as the authentication code has been accepted, you cannot use it again,
even if you quit the workflow without completing it. You must request another code
from an administrator.

« If you are required to carry out biometric authentication, provide a biometric sample.

(@ MylID Desktop - o %

Activate Card @"

Fingerprint verification

In order s
Please loo}

Suitable
Place finger Il Not Suitable

Cancel

« If you are required to accept a set of terms and conditions, read the terms and
conditions, then click Accept.
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@ MyID Desktop
Activate Card
Terms & Conditions
Conditions of use of your Card

1. This Card remains the property of the Organization. It is issued by the Organization to the Cardholder only, and is non-transferable.

2. Use of this Card may be revoked at the Organization’s sole discretion for violation of the O

@

ion’s policies and
upon separation from the Organization.

4, Biometric identification or digital signature may be required for certain purposes.

5. The Organization rules and regulations govern the use of this Card.

() I'have read the terms and conditions

Employees and

3. This Card must be presented upon request at the time of use to obtain access or to establish official Organization status. This Card is to be used only by the person to whom itis
issued. Only the cardholder can present the Card for access and other privileges. This Card will be confiscated if presented by someone other than the Cardholder.

must relinquish the card

Print 2 copy 100% @

If you decline the terms and conditions, your authentication code (if you have one)
cannot be used again, so you must request another code from an administrator.

Note: You can amend the terms and conditions that users agree to when they
activate their cards. See the Customizing terms and conditions section in the

Administration Guide for details.

4. Enteryour PIN, then click Continue.

@ MyID Desktop

Activate Card
Set your PIN
Enter PIN: The PIN:
Confirm PIN: Must be between 6 and 8 characters in length

Your acceptance of the terms and conditions is digitally signed and audited.

5. Remove your card and click Finish.

Operator's Guide

Page 52 of 153


Administration Guide.pdf

54.2

Operator's Guide

intercede

Assisted activation

If you have set the Require Activation option in the credential profile to Assisted
Activation only, the applicant must go to the trusted agent with the card to be activated. The
trusted agent can then use the Assisted Activation workflow to activate the card for the
applicant.

Note: The trusted agent must have access to the Assisted Activation workflow. Use the
Edit Roles workflow to add the workflow to the required roles.

To perform an assisted activation:

1.
2.

From the Cards category, select Assisted Activation.
Insert the card to be activated into a card reader.

MyID checks that the card is ready to be activated.
Complete the identity checks that authenticate the user.

The cardholder may be asked to provide biometric authentication or a one-time
authentication code.

If the system is set up for biometric authentication, you may be able to select the
Operator Bypass button and then provide alternative details of the user's
authentication; for example, by reviewing their identity documents.

You may have more than one operator authentication tab available; you do not need to
complete more than one tab.

See the Setting up authentication methods for activation section in the Administration
Guide for details.

Click Next.

If you have configured the credential profile to require Simple Confirmation terms and
conditions, ask the cardholder to read the Terms & Conditions, select the | have read
the terms and conditions option, and click Accept.

Ask the cardholder to enter and confirm the PIN for their new card, then click Continue.

If you have configured the credential profile to require Explicitly Confirm or Counter
Sign terms and conditions, ask the cardholder to read the Terms & Conditions, select the
| have read the terms and conditions option, and click Accept.

The terms and conditions template is configured in the credential profile. For details of
configuring templates, contact customer support, quoting reference SUP-255.

If you have configured the credential profile to require Counter Sign terms and
conditions, enter the PIN of your own operator card and click OK.

For Silent, Explicitly Confirm, and Counter Sign terms and conditions, MyID digitally
signs the terms and conditions with the signing certificate on the cardholder's card. For
Counter Sign terms and conditions, the terms and conditions are additionally signed
with the operator's signing certificate.

If you set the Persist terms and conditions configuration option (on the Devices tab of
the Operation Settings workflow) to Yes, MyID stores the terms and conditions that
were signed as a binary object in the database. This is then visible in the audit report.
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This Persist terms and conditions option allows you to review the terms and conditions
as they stood when the cardholder accepted them, rather than the terms and conditions
as they currently stand, which may be different if you have updated the text of the terms
and conditions.

Note: The terms and conditions are stored in the database only if the credential profile is
for configured for activation, and the cardholder accepts the terms and conditions during
the device activation.

MyID then completes the card activation.

Note: If there is more than one credential profile version available, the version that was
current when the card was collected is used.

5.5 Delivering cards

The Deliver Card workflow allows you to mark cards as delivered within MyID. This allows
you to have a delivery stage within the card issuance process that allows you to confirm that
the device has been delivered to the applicant; for example, a card issuance officer can hand
over the card directly to the applicant, verifying the applicant's identity in the process, and
then mark the card as safely delivered. This also provides an additional level of security, as it
is not possible to activate the card until itis marked as delivered to the cardholder.

Once the card has been marked as delivered, the cardholder can proceed to activate the
card, either through self-service, or through assisted activation, where an operator guides the
applicant through the activation process.

Note: The Deliver Card workflow is not automatically assigned to any roles after installation.
You must use the Edit Roles workflow to assign the Deliver Card workflow to the
appropriate role.

5.5.1 Configuring the card delivery process for a delivery stage

To make sure that all card issuances that require activation must go through a delivery stage
before the card can be activated, you must set the Deliver Card Before Activation
configuration option to ves.

This setting affects all issuances carried out using the MyID system.
To set the option:
1. Open the Operation Settings workflow:
« In MyID Desktop, from the Configuration category, select Operation Settings.

« Inthe MyID Operator Client, from the More category, select Configuration Settings
> Operation Settings.

2. Onthe Devices tab, set the Deliver Card Before Activation configuration option to ves.

3. Click Save changes.
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Issuing a card that requires a delivery stage

You can issue cards that require a delivery stage either through a bureau or directly through
MyID. You must make sure that the card profile is set up to require activation; you can include
a delivery stage only as a precursor to card activation.

For bureau issuance, when the bureau returns the manifest file, MyID updates the card
request to completed status, and creates a card activation job with the status awaiting
Delivery. An operator must then mark the card as delivered before the applicant can
activate the card.

For direct issuance, when the issuer uses MyID to issue the card (optionally including printing
the surface of the card), MyID creates a card activation job with the status awaiting
Delivery. An operator must then mark the card as delivered before the applicant can
activate the card.

Marking cards as delivered

The Deliver Card workflow allows you to mark cards as delivered.

Alternatively, you can use the Accept Delivery feature in the MyID Operator Client; see the
Accepting delivery for a device section in the MylD Operator Client guide for details. This
feature also allows you to accept delivery for several devices at the same time.

To mark cards as delivered:
1. From the Cards category, select Deliver Card.

2. Onthe Select Job screen, type the search details for the card activation job you want to
mark as delivered.

You can use an asterisk (*) as a 'wildcard' in either the name fields, to represent one or
more characters. For example:

+ g1 will find all names beginning with 'EI'.
* *peth will find all names ending in 'beth'.
* El*beth will find all names that begin with 'EI' and end with 'beth’.

You can search for the agency the cardholder belongs to. Click Include Subagencies to
search for agencies below the selected agency in the agency hierarchy.

From the Maximum Records drop-down list, select the maximum number of records you
want to return.

3. Click Search.
The results of your search are displayed on screen.
4. Click on ajob to selectit.

The Job Details screen displays the details of the card activation job. The Status field
should display Awaiting Delivery.
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Job Details

n Name: Arthur Alpha
o =
| Email PIVALLBio@myid.com
N
‘* o Phone 202-523-4567
Requested By: startup user Operation: Apply update

Request Date: 16/03/2022 Credential Profile Name: Activation

Job ID: 39 Status: Awaiting Delivery

5. Click Accept to accept the card activation job. The card activation job is setto awaiting

Issue. The cardholder can then activate their card.

Click Reject to reject the card activation job. The card activation job is set to canceled.
The cardholder cannot now activate their card.

If you reject the card activation job, you must provide a reason for the rejection; this
reason is added to the audit trail.

Note: If you reject a card, it remains on the system in its current state. To ensure that any
existing certificates on the card are canceled and the card is no longer associated with
the cardholder, you should cancel the card using the Erase Card workflow.

Batch issuing cards

If you have more than one card to issue, you can request and issue cards in batches using
the Batch Request Card and Batch Collect Card workflows.

Requesting a batch of cards

You can request a batch of cards for people using the Batch Request Card workflow.

To request a batch of cards:

1.

From the Cards category, click Batch Request Card.

You can also launch this workflow from the Batch section of the More category in the
MyID Operator Client. See the Using Batch workflows section in the MyID Operator
Client guide for details.

Use the Find Person screen to search for the people to whom you want to issue cards.
In the Search Results screen, select one or more people then click Next.

Select the credential profile you want to use from the list, then click OK.

If the users are selected from your directory, they are added to the MyID database.

MyID validates the users against the selected credential profile. If a user does not pass
any requisite data checks set up on the credential profile (for example, if the credential
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profile is designed for Windows logon, and the user does not have a UPN) no request is
created for that user. See the Requisite User Data section in the Administration Guide
for details.

5. Optionally, type a Job label then click Continue.

You can supply an optional label to the jobs generated. This label will help to locate the jobs at a later date:

Job label:

MyID creates card request jobs for each of the people you selected. If the credential
profile you selected requires secondary validation, you must validate each request
individually using the Validate Request workflow.

5.6.2 Collecting a batch of cards

You can collect a batch of cards in one operation. You can collect cards that have been
requested as a batch, or cards that have been requested individually.

To collect a batch of cards:
1. From the Cards category, click Batch Collect Card.

You can also launch this workflow from the Batch section of the More category in the
MyID Operator Client. See the Using Batch workflows section in the MyID Operator
Client guide for details.
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Batch Collect Card > Confirm Jobs > Batch Settings > Processing Jobs
Select a job or search for a person
Q X Yoa ofitersselected
Attribute: Where: Value:
M Jobuimit v | Equals v 500
M PN Requirement v Does NotEqual ¥ User PIN v
m

Pre-assigned v Equals v | No v

Please enter search criteria.

2. Enter the search details for the job, then click Search.

If you entered a label for the job in the Batch Request Card workflow, you can add a Job
Label field to the filter to search only those requests.

The default filters provide a list of options that are suitable for the majority of batch
collections. For example, you are recommended to use PIN Requirement Does Not
Equal User PIN,and use an automatically-generated PIN instead; cards set for manual
PIN entry are skipped by the workflow. You are also recommended to use Pre-assigned

Equals No, as jobs that require a card with a specific serial number are skipped by the
workflow.

For details of using search filters, see section 2.2.3, Using advanced search.

Note: The search returns a maximum of 500 jobs. You can specify a lower number if you
set a Job Limit in the filter. If more jobs match your search criteria than you specify in the
Job Limit, these jobs are returned in database order, not necessarily date order, and
may contain partial selections from several different batches. You are recommended to
use the search filters to return only those records you want to process.

3. Click Search.
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Batch Collect Card > Confirm Jobs > Batch Settings > Processing Jobs

Select a job or search for a person

Q X Yoa ofitersselected
Attribute: Where: Value:
I JobLimit v Equals v 500 -
iﬁ PIN Requirement v Does Not Equal v User PIN v
M Preassigned v | Equals v | No v

3 records found with 6 filters applied

() Credential Profile Job Type Card Type Card Stock Job Label Requested Date Target User Job 1D
() ENTfor TEBC Issue card task Contact Chip 19 January 2017 08:44:47 Aaron Mba 37
() ENTfor TEBC Issue card task Contact Chip 19 January 2017 08:45:01 Adina Laney 38
() ENTfor TEBC Issue card task Contact Chip 15 January 2017 08:45:16 Albert Hartleib 39

The list of matching jobs appears.

4. Selectthe jobs you want to collect.

You can select some or all of the jobs in the list. To select all of the jobs, click the check
box at the top of the list.

5. Click Next.

Batch Collect Card > Confirm Jobs > Batch Settings > Processing lobs

Jobs selected Select batch settings to apply

o Card Printer
Jobs sbeut to be collected: 3
HDPS5000 Card Printer v

Ready

Print card layouts

Print mailing documents to default printer (V\gbsrv1845.intercede.com\GBPRT3491)

Suppress job errors during batch processing

6. Setthe options for issuing the card:

» Print card layouts — the default card layout as specified in the credential profile, or
the card layout specified through the Lifecycle API, is used to print each card.
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« Print mailing documents to default printer — the mailing document specified in
the credential profile for each card is sent to your Windows default printer.

Note: If you are printing mailing documents, make sure that your default printer is a
document printer, and not a card printer.

» Suppress job errors during batch processing — any errors that occur are not
displayed, but are included in the audit log.

Note: ATR errors, which are caused by MyID being unable to recognize the type of card
being presented, will still appear on screen.

If you suppress job errors, a warning that the credential is not configured in accordance
with your security settings (for example, GlobalPlatform keys have not been configured)
results in the card not being issued; if you choose not to suppress job errors, you can
override these warnings individually.

7. Click Next.

Batch Collect Card > Confirm Jobs > Batch Settings > Processing Jobs

Person

o Aaron Mba

Job selected
Processing job 1 of 3
Completed Jobs (0)

ENT for TEBC
n Job 1D: 37
=== | JobType: New Issuance
Card Type: Smart Card with Chip

Expiry Date: 19/01/2018

Failed Jobs (0)
Skipped Jobs (0)

Printer Selected &

HDP5000 Card Printer

Card loaded

Device selected

Not Issued
! CardserialNumberl
A | This cardis not assigned

MyID issues and prints the cards one by one. If an individual collection job fails, it is
returned to the list of available jobs, and you can re-run the Batch Collect Card workflow
to collect it.

Information about the number of successfully-collected jobs and failed jobs is displayed
at the end of the workflow.

IKB-216 — Magnetic stripe only card issuance not supported in Collect Card or
Batch Collect Card

Itis not currently possible to use the Collect Card or Batch Collect Card workflow to
issue a card with magnetic stripe encoding only — that is, without additional contact chip
or contactless encoding. Jobs that require magnetic stripe only are omitted from the
search results.

Page 60 of 153



intercede

5.7 Updating cards
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You can update cards to the latest version of the credential profile, or update them to different
credential profiles.
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Note: When you update a card, it does not change the expiry date for the card, even if you
have changed the lifetime in the credential profile. This also means that if you add a
certificate to the card that is constrained to the card's lifetime, the certificate is constrained to
the card's original lifetime, not the lifetime specified in the updated credential profile.
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5.7.1 Updating a card
The Update Card workflow allows you to update a card that is present.
Note: You cannot carry out card updates in the following situations:
* When upgrading to a new credential profile or updated credential profile that has a
different data model to the original card.
* When adding applets to an existing card.
* When changing which certificates are used for signing or encryption without replacing the
certificates.

In these situations, you are recommended to reprovision the card (see section 5.77,
Reprovisioning cards) or request a card update with a reprovisioning reason, and let the
cardholder update their card using the Self-Service App.

To update a card:

1. From the Cards category, click Update Card.

Please Insert card

Card Serial Number: | <insert card>

2. Insert the card you want to update, then select it from the list.

Select Updates

The version of the profile this card was issued with has not changed.
Credentials can be resynchronised with the existing profile. View Details

O Request a resync of the card to the same version of the current profile
® Request an upgrade of the card to the latest version of the following profile

[ Activation ~e

Please choose a reason for Card Update:

\' g
Please provide any additional comments:

3. Select one of the following options:

* Request a resync of the card to the same version of the current profile - MyID
will resynchronize the card to match the credential profile at issuance; for example, if
a certificate has been revoked on the card, an update job is created to issue a new
certificate and remove the old one. This option is available only if the credential
profile has not changed.
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* Request an upgrade of the card to the latest version of the current profile —
MyID will create an update job to upgrade the card to the latest version of its current
profile. This option is available only if the credential profile has changed.

* Request an upgrade of the card to the latest version of the following profile —
select a credential profile from the drop-down list, and MyID will update the card to
use the latest version of the specified credential profile.

4. Select the reason for the card update from the drop-down list.
See section 6.5, Certificate reasons for details.

5. Click Continue.

6. Enterthe card's PIN, then click Next.
MyID updates the card.

5.7.2 Requesting a card update

The Request Card Update workflow allows you to create a job that updates or reprovisions
a card. Users can then use the Self-Service App to collect the updates, or an operator can
collect the update using the Collect Updates workflow. You can request the update whether
you have the card present or not.

Alternatively, you can use the Request Update feature on the View Device screen in the
MyID Operator Client to request updates for a device. See the Requesting an update for a
device section in the MyID Operator Client guide for details.

To request a card update:

1. From the Cards category, click Request Card Update.

If you have the card to be edited, you may insert it now.

If you do not have the card, you may identify it by searching the user accounts.

Card Serial Number:| <insert card>

2. Ifyou have the card present, insert it and click Edit.
If you do not have the card present:
a. Click Search then use the Find Person screen to find the user.

b. Ifthe user has more than one card, select the card you want to update.
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Select Updates

The version of the profile this card was issued with has not changed.
Credentials can be resynchronised with the existing profile. View Details

© Request a resync of the card to the same version of the current profile

@® Request an upgrade of the card to the latest version of the following profile

| Auto ENT Activation ~o

Please choose a reason for Card Update:
\ ~
Please provide any additional comments:

3. Select one of the following options:

Request a resync of the card to the same version of the current profile — MyID
will resynchronize the card to match the credential profile at issuance; for example, if
a certificate has been revoked on the card, an update job is created to issue a new
certificate and remove the old one. This option is available only if the credential
profile has not changed.

Request an upgrade of the card to the latest version of the current profile —
MyID will create an update job to upgrade the card to the latest version of its current
profile. This option is available only if the credential profile has changed.

Request an upgrade of the card to the latest version of the following profile —
select a credential profile from the drop-down list, and MyID will create an update job
to update the card to use the latest version of the specified credential profile.

Note: If the new credential profile has the Validate Issuance option set, an operator
must validate the request before the cardholder can collect the update or reprovision
job; see section 5.1.3, Validating a card request. Updating to a newer version of the
same credential profile does not require validation.

4. Select the reason for the card update from the drop-down list.

User details have changed — carries out a full reprovision of the card.
There is a problem with the device — carries out a full reprovision of the card.

New credential profile needs to be applied — carries out a full reprovision of the
card.

New certificates need to be added to the device — carries out an update of the
card. This option is intended to add new certificates to an existing card.

If the reason you selected requires a full reprovision, the cardholder must collect the
update using the Self-Service App, or an operator must use the Collect Updates
workflow on their behalf.
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Note: Reprovisioning erases and rewrites the card content. If you interrupt the
reprovisioning process after the initial card authentication has taken place (for example,
by pulling your card from the reader, canceling the workflow, or shutting down the Self-
Service App) your smart card may be left in an unusable state. To remedy this, carry out
the reprovisioning process again, or cancel and reissue the smart card.

For more information about reprovisioning, see section 5.17, Reprovisioning cards.

If the reason you selected carries out a simple update, the cardholder can collect the
update using the Self-Service App, or using the Collect My Updates workflow in MyID
Desktop. An operator can collect the update on their behalf using the Collect Updates
workflow.

Note: If you have an upgraded system, you may see additional options in this list, all of
which carry out updates, not reprovisions; you are recommended to use the options listed
above, but you may continue to use the options provided in previous versions of MyID.
See section 6.5, Certificate reasons for details of the behavior of these options.

5. Click Continue.
MyID creates a job that will update or reprovision the card.

If the Cancel Outstanding Updates configuration option (on the Bureau & Job page of
the Operation Settings workflow) is set to Yes, any outstanding card update, certificate
renewal, or reprovision card jobs that exist for the selected credential are automatically
canceled.

You can use the Job Management workflow to view and manage card update and
reprovision jobs. See the Job management section in the Administration Guide for
details.

Note: Depending on your configuration, an email notification may be issued to the cardholder
on completion of this workflow. For example:

"Your Card is ready for issue. Please follow the instructions for issuance

of a new card".

5.7.3 Collect Updates workflow

The Collect Updates workflow allows you to collect an update that has been requested for
another cardholder. You can collect both simple updates (including certificate renewals) and
reprovisions using this workflow.

To collect an update:
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1. From the Cards category, select Collect Updates.

Collect Updates > Confirm Card > Collect

Connect or select a smart card to update

Arthur Smith
0123456789184CBBA2A3E34ASCBIABSI8665
021815

2. Insertthe card you want to update, select it from the list, then click Next.

If the card has no updates available, the screen displays a message that there are no
update jobs pending. Click Cancel to end the workflow.

Collect Updates > Confirm Card > Collect > Accept Terms and Conditions

Card selected Enter PIN for card 0123456789184CBB42A3E34A5CB1AB598665021815 issued to Arthur Smith

Arthur Smith Current PIN:
0123456789184CBBA2AIE34ASCBIABSI866502

1815

Logon Name: 00001

Card Type: Oberthur ID-One PIV v8

Security: 00001
Profile: PIVOneCert
Expiry Date: 09/06/2022 13:27:22

Jobs selected

()
E Jobs about to be collected: 1

Job selected

PIVOReCert
n Job ID: 366
== | JobType: Card Update
Card Type: Smart Card with Chip
Expiry Date: 09/06/2022

3. Follow the on-screen prompts.

If the Verify fingerprints during card update configuration option (on the Biometrics
page of the Operation Settings workflow) is set, you may be asked to provide the
cardholder's fingerprints, depending on the current setting of the Verify Fingerprints
During Card Update option in the Issuance Settings section of the credential profile
used to issue the device:

« If Verify Fingerprints During Card Update is Always, you must provide fingerprint
verification. If the cardholder does not have fingerprints enrolled, you cannot collect
the update.

« If Verify Fingerprints During Card Update is Preferred, you must provide
fingerprint verification if the cardholder has fingerprints enrolled. If the cardholder
does not have fingerprints enrolled, you can collect the update without fingerprint
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verification.

« If Verify Fingerprints During Card Update is None, you can collect the update
without fingerprint verification

Depending on the type of update, you may need to enter the card's current PIN (for a
simple update or certificate renewal) or to provide a new PIN (for a reprovision).

4. Click Collect.
MyID updates the card.

5.7.4 Collect My Updates workflow

The Collect My Updates workflow allows you to apply updates (for example, certificate
renewals) to your card.

Note: You cannot use the Collect My Updates workflow to carry out updates that require a
full reprovision. You must use the Self-Service App to collect reprovision jobs.

1. Log on to MylD using your card.
2. Click the Cards category.

3. Click the Collect My Updates workflow.

The system checks to see if any updates are available. If there are updates available, the
workflow continues.

4. Enteryour PIN when prompted.
The system applies the updates to your card one by one. If you have more than one
update, you may be prompted to enter your PIN for each update.
5.7.5 Known issues
« IKB-376 - Failure when collecting a request to reprovision a device

A problem has been identified that affects the ability to collect a request to reprovision a
device with new credentials. This issue can be seen in the following operation (both in
MyID Desktop or launched from the MyID Operator Client):

« Collect Updates
The issue also occurs in the Self-Service App:

« Collecting a reprovision request.

» Update My Device when configured to cause reprovision of the device credentials.
When the problem occurs, error code 890493 is displayed.
To workaround this issue, cancel the device and repeat the issuance process.

An update to MyID 12.8 will be provided to resolve this issue.

5.8 Identifying cards

MyID provides the following workflows that allow you to view the details of a smart card or
other device:

« Identify Card — provides basic information about the device.

« Identify Device (Administrator) — provides additional information, including the initial
server-generated PIN, if available.
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You can assign the appropriate workflow using the Edit Roles workflow, depending on what
information is required by the operator. Do not assign the Identify Device (Admin) workflow
to operators who do not need to view the additional information.

Using the Identify Card workflow

To identify a card:

1.

From the Cards category, click Identify Card.

The Select Card dialog appears.

2. To specify the card you want to identify, you can do one of the following:

3.
4.

Insert the card, then select it from the Select Card dialog

Close the Select Card dialog, click Search, then use the Find Person screen to find
the person and the card.

MyID then displays the information for the selected card. The tabs provide the following
information:

Details — the details of the user and card, including logon name and the card's serial
number.

Certificates — details of the certificates present on the card.

Biometrics — allows you to verify the cardholder's fingerprints. Select the biometric
reader you want to use from the drop-down list, then click the fingerprint icon.

Note: You must set the Initialize and script ActiveX controls not marked as safe
for scripting option in Internet Options on the client PC to use this feature. See the
Configuring Internet Options section in the Installation and Configuration Guide
for details.

All — alist of all cards issued to the cardholder.

Card History — the history of the card, including details of issuance and when the
card was used for various operations. This includes details of previous holders of the
card. Double-click a row to view more details.

Note: The Card History tab appears only if your role includes the View Device Details
option in the Cards section of the Edit Roles workflow.

Click Identify.

Click Back to identify another card, or Finish to complete the workflow.

Using the Identify Device (Administrator) workflow

To identify a device and view additional information:

1.

From the Cards category, click Identify Device (Administrator).

You can also launch this workflow from the View Device screen in the MyID Operator
Client; this launches the workflow with the device already selected. See the Viewing
extended information about a device section in the MyID Operator Client guide for
details.

Select the device you want to identify.

You can use the following methods:
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« Insert the device into the PC, or:

« Click Skip, use the Find Person screen to select the device owner, then select the
device from the person's list of issued devices.

The Identify Device Details screen appears.

Identify Device (Administrator) ) > Identify Device > Find Person > Find Device > Identify Device Details

Person selected Identify Device

Fred smith
Details Certificates ~ Additional Devices | Device History
b =

‘\
Card selected
o
N R~

1*4. I

The following information is available:
« Details tab.
Contains the following information:

» Device Details — information about the device, including serial number, type, and
expiry date.

« Initial PIN — the PIN generated by MyID when the device was issued; this is
available only if the credential profile specified a server-generated PIN that used
the EdeficePinGenerator algorithm.

Note: You can view PINs generated using the EdeficePinGenerator or
EdeficePolicyPinGenerator algorithm on the View Device screen in the MyID
Operator Client; see the Viewing the initial PIN for a device section in the MyID
Operator Client guide for details.

« Credential Profile — information about the credential profile used to issue the
device, including the name, description, and version of the credential profile.

» Person Details — information about the device owner, including name, logon
name, and email address.

« Certificates tab.

Contains details of all certificates present on the device, including any recovered
certificates.

« Additional Devices tab.

Contains a list of all devices assigned to the owner of the selected device.
« Device History tab.

Contains the recent audit history for the selected device.

For more information on the audit trail for the device, you can use the Audit
Reporting workflow.
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3. Click Finish to complete the workflow.

5.9 Printing mailing documents

The Print Mailing Document workflow allows you to print the mail merge document
associated with a card. The workflow uses the credential profile the card was issued with; any
changes to the credential profile made after to the card is issued (such as the location of the
mailing document) are ignored.

Note: These are not the same mailing documents that are used by the Collect Card
workflow. The Collect Card workflow uses a new system that is currently available only in
Collect Card.

For information on setting up mail merge documents for a credential profile, see the Setting
up mail merge documents section in the Administration Guide.

To print a mail merge document:

1. From the Cards category, click Print Mailing Document.

You can also launch this workflow from the View Device screen in the MyID Operator
Client; this launches the workflow with the card already selected. See the Printing a
mailing document section in the MyID Operator Client guide for details.

If you have the card to be edited, you may insert it now.

If you do not have the card, you may identify it by searching the user accounts.

Card Serial Number:| <insert card=

2. Ifyou have the card present, insert it and select the card from the list.
If you do not have the card present:
a. Click Search then use the Find Person screen to find the user.

b. If the user has more than one device, select the device for which you want to print the
document.

Title: Ms
First Name: Grace
Middle Name: Calliope
Last Name: Drever
Serial Number: OBERTHUR4820502B200900025220
Type: Oberthur ID-One PIV

Credential Profile: NoCerts

Original Mailing Document: C:/Documents/Card Issuance Office.doc

Print associated document to | Default Printer ﬂ|
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3. Select the printer to which you want to print the document, then click Print.

MyID prints the mailing document to the selected printer.

5.9.1 Troubleshooting

If you see an error similar to the following:

Microsoft Word is not installed on this machine. It is needed for Printing

the Document.
Automation server can't create object

Make sure you have set the Initialize and script ActiveX controls not marked as safe for
scripting option. See the Configuring Internet Options section in the Installation and
Configuration Guide for details.

Make sure you do not have Microsoft Word running already when you attempt to print the
mailing document.

5.10 Unlocking cards and resetting PINs

If users type an incorrect PIN several times, their card is locked — this means they cannot use
it to log in. Depending on how your system is set up, cardholders may be able to unlock the
card themselves, or they may need to call a helpdesk.

5.10.1 Resetting a card's PIN

You can use the Reset Card PIN workflow to change the PIN of another user's card. This
workflow allows you to set a new PIN when the card's PIN has become locked; an
administrator can specify the authentication methods that you can use to reset the PIN.

To reset the PIN of a card:
1. From the Cards category, click Reset Card PIN.

You can also launch this workflow from the View Device screen in the MyID Operator
Client; this launches the workflow with the device already selected. See the Resetting a
device's PIN section in the MyID Operator Client guide for details.

2. Insert the card you want to reset.
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Reset Card PIN > Confirm Card > Authenticate User > Enter New PIN

Insert Card

Charlie Green

g OBERTHUR4820502B200900025504
A

3. Select the card, then click Next.

You may be asked to provide the cardholder's fingerprints, depending on the setting of
the Verify Fingerprints During Reset PIN option in the Issuance Settings section of
the credential profile used to issue the device:

« If Verify Fingerprints During Reset PIN is Always, you must provide fingerprint
verification. If the cardholder does not have fingerprints enrolled, or you exceed the
number of allowed attempts (as specified by the Number of fingerprint validation
attempts option on the Biometrics page of the Operation Settings workflow), you
cannot reset the PIN.

« If Verify Fingerprints During Reset PIN is Preferred, you must provide fingerprint
verification if the cardholder has fingerprints enrolled. If the cardholder does not have
fingerprints enrolled, or you exceed the number of allowed attempts (as specified by
the Number of fingerprint validation attempts option on the Biometrics page of
the Operation Settings workflow), you can proceed to the Authenticate User stage
and provide alternative means of authenticating the user to reset the PIN.

« If Verify Fingerprints During Reset PIN is None, you can proceed to the
Authenticate User stage.

If you provide a good fingerprint match, you skip the Authenticate User stage and
proceed directly to the Enter New PIN stage.
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Card selected Select one of the options below to authenticate the user

F" OBERTHUR48205028200900025504
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Charlie Green Identity Documents Operator Approval Reject Authentication

Card Type: Oberthur ID-One PIV Person Details Card PIN Authentication Code Security Questions
Security: 2003
profile: PIV No Activation §

Details:
Expiry Date: 13/02/2017 11:22:06
Logon Name: 2003
Security: 2003
Group: Human Resources

The Person Details tab displays the details for the cardholder — this allows you to
confirm that the card belongs to the correct user.

You can now choose how to authenticate the user's identity.

The authentication methods available depend on how your administrator has configured
your system. See section 5.10.2, PIN reset authentication methods for details.

4. Select the tab for the appropriate authentication method.

Card PIN - select this option if the user is present, knows their existing PIN, and the
PIN on the card has not been locked. On the Enter New PIN stage after you click
Next, you will provide the current PIN as well as the new PIN.

Note: If you select this option, the Reset PIN to Secure Value option in the
credential profile is ignored, and you must enter a new PIN manually; if you want to
generate a new server-generated PIN for the device, select a different authentication
method.

Authentication Code — select this option if the user has an authentication code.
Type the code that has been provided in the Authentication Code box.

See section 5.70.9, Requesting an authentication code and the Sending a code to
unlock a device section in the MyID Operator Client guide for details.

Security Questions — select this option to provide answers to a selection of the
user's security questions.

See the Setting the number of security phrases required to authenticate section in
the Administration Guide for details of configuring how many security phrases are
required.

Identity Documents — select this option to record the details of the identity
documents (for example, passport, driver's license) that the user has presented to
you.
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Note: The list of available documents is determined by the Authenticate Person
Document1 and Authenticate Person Document2 lists. To edit these lists, use the
List Editor. See the Changing list entries section in the Administration Guide for
details.

» Operator Approval — select this option to record your observations and your
reasons for accepting the user's identity.

* Reject Authentication — select this option to record your observations and your
reasons for not accepting the user's identity; you cannot then reset the card's PIN.

5. Click Next.

6.

Reset Card PIN > Confirm Card > Authenticate User > Enter New PIN

Card selected Set your PIN

Charlie Green
e OBERTHUR4820502B200900025504 Enter PIN: The PIN:
2= | card Type: Overthur 1D-One PIv Must only contain numbers
Security: 2003
Profile: PIV No Activation Confirm PIN:
Expiry Date: 13/02/2017 11:22:06

Must be between 6 and 8 characters in length

If the credential profile is not configured for server-generated PINs (or you have selected
Card PIN as the authentication method), you must enter a new PIN manually.

Type the new PIN and confirm it, then click Continue.

Note: If you selected the Card PIN authentication method, you must provide the current
PIN as well as the new PIN.

If the credential profile is configured for server-generated PINs (and you have not
selected Card PIN as the authentication method), the workflow moves automatically to
the next stage. For information on configuring the credential profile to use server-
generated PINs for PIN reset, see the Credential profile setup for PIN generation section
in the Administration Guide.

MyID resets the PIN on the card to the new value. Do not remove the card from the
reader until the process is complete.

If the credential profile is configured to print PIN reset documents, you are given the
option to Print the configured document or Skip document printing.

Click Next to complete the workflow.
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5.10.2 PIN reset authentication methods

You can configure which authentication methods are available in the Reset Card PIN
workflow using the Edit Roles workflow. This allows you to select a different set of
authentication methods for each role; for example, you may want only senior operators to be
able to use the Operator Approval method, while all operators can use the Authentication
Code method.

You can also configure MyID to skip the authentication step entirely.
To configure the PIN reset authentication methods:

1. From the Configuration category, select Edit Roles.

2. Under the Reset Card PIN option, select the following options:

« Identity Documents — select this option to allow the operator to record the details of
the documents the user presents (for example, passport, driver's license).

Note: The list of available documents is determined by the Authenticate Person
Document1 and Authenticate Person Document2 lists. To edit these lists, use the
List Editor. See the Changing list entries section in the Administration Guide for
details.

» Operator Approval — select this option to allow the operator to confirm the user's
identity without further evidence.

» Security Questions — select this option to allow authentication using answers to the
user's stored security questions.

* Reject Authentication — select this option to allow the operator to reject the
authentication for the user.

» Card PIN - select this option to allow authentication using the current PIN.
» Authentication Code — select this option to allow authentication codes.

* Bypass Authentication — select this option to skip the authentication stage on the
Reset Card PIN workflow. Do not select any other authentication methods in
conjunction with this option.

3. Click Save Changes.
5.10.3 Resetting your own PIN

You can use the Reset PIN option to change your own PIN at the logon screen. You can use
this option to reset your PIN at any time, including when your card has been locked by
entering the PIN incorrectly too many times.

To reset your PIN:

1. Atthe logon screen, click Reset PIN.

2. Complete the authentication requested.
For example, provide your fingerprints.

The authentication you provide depends on the setup of your credential profile. See
section 5.10.6, Self-service PIN reset authentication for details.

3. Provide your new PIN.
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- X

(@ MylD Desktop
Unlock My Card @

Card selected Set your PIN

Faye Rasco Enter PIN: The PIN:
0lesdzb :] Must not contain any symbols other than I#5%8.()*+-/;=><?@

Confirm PIN Must be between 4 and 12 characters in length

4. Click Reset PIN.

5.10.4 Changing a card's PIN

You can use the Change PIN workflow to change the PIN of your own card, or of any other
card present.

To change the PIN of a card:
1. From the Cards category, click Change PIN.

You can also launch this workflow from the View Device screen in the MylD Operator
Client; this launches the workflow with the device already selected. See the Changing a
device PIN section in the MyID Operator Client guide for details.

2. Insert the card for which you want to change the PIN, then click OK.
3. Type the Old PIN.

4. Type the New PIN, then type it again in the Confirm PIN box.

5. Click Change.

MyID changes the PIN of the card.

5.10.5 Allowing self-service unlocking

You must have the Self-service Unlock option (on the Self-Service page of the Security
Settings workflow) set to Yes to allow users to unlock their own cards.
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For PIV systems, you also must configure the web service to allow self-service unlock. See
the Configuring self-unlock section in the Web Service Architecture guide for details of the
AllowSelfUnlockForPIV option.

Note: If your card data model has a 5FC101 container for a card authentication certificate,
you cannot unlock a card that does not have a card authentication certificate in this container.
If you attempt to carry out a self-service unlock on a PIV card that does not have this
certificate, you will see an error similar to the following:

Error 890467 - Unable to authenticate card. Unlocking your own card is not

allowed.

Self-service PIN reset authentication

Self-service card unlocking at the MyID Desktop logon screen enforces flexible
authentication requirements based on the credential profile.

See the Self-Service Unlock Authentication section in the Administration Guide for details.

When you unlock your card using the Reset PIN option, MyID checks the latest version of the
credential profile for the Self-Service Unlock Authentication setting.

Note: The latest version of the credential profile is always used. If you change the self-
service authentication settings, you do not have to update existing issued smart cards.

- Ifthe Credential owners must authenticate using one of the methods below in the
order shown is not set:
+ Ifthe Ask Security Questions for Self Service Card Unlock configuration option
(on the PINs page of the Security Settings workflow) is set, the user can provide
their security phrases to unlock their card.
« Ifthe Biometric PIN Reset and Verify fingerprints during card unlock

configuration options (on the Biometrics tab of the Operation Settings workflow)
are set, the user must provide their fingerprints to unlock their card.

If neither option is set, the user cannot unlock their card.

If you have configured both security questions and biometrics, the biometric
authentication takes precedence, as it is the more secure option.

« Ifthe Credential owners must authenticate using one of the methods below in the
order shown js set:
» The authentication methods listed in the credential profile are presented to the
cardholder in order.

* When the user is presented with a method of authentication, they can decline the
option (for example, when presented with a smart card authentication screen, they
can click the "l cannot authenticate with my device" option) and proceed to the next
available logon mechanism.

* Windows logon is always attempted first; if Windows authentication is successful, the
user starts the action; if it is unsuccessful, the user is presented with the next logon
mechanism in the list.
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5.10.6.1 Allowing biometric authentication
To allow biometric authentication when logging on to MyID to perform a PIN reset, you must
set the following:
* Inthe Security Settings workflow, on the Logon Mechanisms tab, set the Biometric
Logon option.

* Inthe Edit Roles workflow, add the Bio Unlock My Card workflow to the permissions
for the roles you want to be able to reset PINs using biometric authentication.

» Inthe Edit Roles workflow, on the Logon Methods screen, select Biometric Logon as
a logon mechanism for the roles that have access to the Bio Unlock My Card workflow.

* Inthe Operation Settings workflow, on the Biometrics tab, set the Allow Biometric
PIN Reset option.

5.10.6.2 Allowing authentication codes and security phrases
To allow authentication codes or security phrases to be used when logging on to MyID to
perform a PIN reset, you must set the following:
* Inthe Security Settings workflow, on the Logon Mechanisms tab, set the Password
Logon option.

* In the Edit Roles workflow, on the Logon Methods screen, select Password as a logon
mechanism for the roles you want to be able to use authentication codes or security
phrases to perform a PIN reset.

» If you want to allow password or authentication code logon to MyID for the purpose of PIN
resets, but not for general logon, you can prevent password logon for cases where the
user does not also have their card present; in the Security Settings workflow, on the
Logon tab, set the Prevent Direct Password Logon option to Yes.

5.10.6.3 Using the Self-Service App or Self-Service Kiosk to unlock a card

You can use the Self-Service App or Self-Service Kiosk to unlock your card; note that you
must have a role that has access to the Unlock My Card workflow to carry out this operation.
See For further information, see the Self-Service App features section in the Self-Service
App guide or the Self-Service Kiosk guide for details.

Unlocking a credential remotely

Users may need to contact their helpdesk to unlock their credentials (for example, smart
cards, mobile devices, VSCs). The helpdesk operator can use the Unlock Credential
workflow to provide a code that unlocks the card.

If the user has a locked smart card, and is physically present so that you can insert the card
into a card reader on the operator's machine, you can use Reset Card PIN instead — see
section 5.10.1, Resetting a card's PIN.

Note: Some smart card types do not support remote unlocking. See the Smart Card
Integration Guide for details of those that do.
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« IKB-183 — MyID does not check expiry dates on identity documents

In the Unlock Credential workflow, MyID does not check the expiry date of any identity
documents you provide to confirm the card holder's identity. If your organization's
procedures require this check. you must verify the expiry date manually before
proceeding.

To unlock a card remotely:
1. From the Cards category, click Unlock Credential.

You can also launch the Unlock Credential workflow from the View Device screen of the
MyID Operator Client. The Unlock Credential workflow appears in a MylD Desktop
window with the device already selected. See the Unlocking a device section in the MyID
Operator Client guide for details.

Unlock Credential > Confirm Person > Confirm Device > Authenticate User > Challenge Code > Response Code

Find the person, whose credentials need to be unlocked

Q X

2. Enter the search criteria for the person who owns the credential you want to unlock, then
click Search.

See section 2.2.2, Entering search criteria for details of entering search criteria.

3. From the list of matching records, select the person to search for any credentials
belonging to them.

Operator's Guide Page 81 of 153


MyID Operator Client.pdf
MyID Operator Client.pdf

intercede

Unlock Credential > Confirm Person > Confirm Device > Authenticate User > Challenge Code > Response Code

Person selected Select a Card
Charlie Green E
8 2002
TN secunty: 2003
& roup: Human Resources Device Type Serial Number profile Expiry Date
v
L Oberthur ID-One PIV OBERTHUR4820502B200900025503 PIV No Activation 14 February 2017 13:23:44
Oberthur ID-One PIV OBERTHURA8205028200300025504 PIV No Activation 14 February 2017 12:53:06

4. Select the device you want to unlock.

Unlock Credential > Confirm Person > Confirm Device > Authenticate User > Challenge Code > Response Code

Person selected Select one of the options below to authenticate the user
Charlie Green Identity Documents Operator Approval Reject Authentication
_§ 2003
=Y secunity: 2003 Person Details Authentication Code Security Questions

\ Group: Human Resources
oRs ) petals:

Logon Name: 2003
Security: 2003
Group: Human Resources

Device selected

Oberthur ID-One PIV
(OBERTHURA8205028200900025504
Profile: PIV No Activation

Expiry Date: 14/02/2017 12:53:06

The Person Details tab displays the details for the cardholder — this allows you to
confirm that the card belongs to the correct user.

You can now choose how to authenticate the user's identity.

The authentication methods available depend on how your administrator has configured
your system. See section 5.70.8, Remote unlock authentication methods for details.

5. Select the tab for the appropriate authentication method.

« Authentication Code — select this option if the user has an authentication code.
Type the code that has been provided in the Authentication Code box.

See section 5.70.9, Requesting an authentication code and the Sending a code to
unlock a device section in the MyID Operator Client guide for details.
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Security Questions — select this option to provide answers to a selection of the
user's security questions.

See the Setting the number of security phrases required to authenticate section in
the Administration Guide for details of configuring how many security phrases are
required.

Identity Documents — select this option to record the details of the identity
documents (for example, passport, driver's license) that the user has presented to
you.

Note: The list of available documents is determined by the Authenticate Person
Document1 and Authenticate Person Document2 lists. To edit these lists, use the

List Editor. See the Changing list entries section in the Administration Guide for
details.

Operator Approval — select this option to record your observations and your
reasons for accepting the user's identity.

Reject Authentication — select this option to record your observations and your
reasons for not accepting the user's identity; you cannot then reset the card's PIN.

6. Click Next.

Unlock Credential > Confirm Person > Confirm Device > Authenticate User > Challenge Code > Response Code

Person selected Ask the user for the challenge code and enter it below

Charlie Green Challenge code:
_ 9 2003
TV security: 2003

Group: Human Resources
- i

AL
[EJ Additional Instructions
Device selected
The card holder must use the MyID Card Utility
Type the code inta MyID, then click Generate Respanse
Oberthur ID-One PIV To get the code:
OBERTHURA8205028200300025504 Ask the card holder to insert their smart card to a card reader |
fle: - connected to their computer, then start the card utility. [
Profile: PIV No Activation They will need to:
Expiry Date: 14/02/2017 12:53:06 1. Select the appropriate reader from the Select Card Reader drop-
down list

2. Click Read Card

3. Select Remote Unlock Card

4. Click Next

5. Read out the Unlack Challenge

prov

7. Ask the credential owner to read out the challenge code, and type it into the boxes

ided.

8. Click Generate Response.
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Unlock Credential > Confirm Person > Confirm Device > Authenticate User > Challenge Code > Response Code

Person selected

N
‘* ; Response code generated:
-
aléb 1fsf 33d2 Odc4 68aa
Device selected
Was the unlock successful?
Oberthur ID-One PIV Yes
‘OBERTHUR48205028200300025504 No
Profile: PIV No Activation
Expiry Date: 14/02/2017 12:53:06 Comments:
B Additional Instructions
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Give the user the response code and record the outcome

Challenge code:

Charlie Green
2003
== N
i Security: 2003 3005 c63c 0491 oc64

Group: Human Resources

Read out the code displayed in MyID to the card holder, and ask them
to type it in to the Unlock Code field.

The card holder must choose and confirm a new PIN, then click Next to
unlock the card.)

Read out the response code to the credential owner.

Provide details of the operation — whether the unlock was successful, and any details you
want to add.

Click Next to complete the workflow.

Remote unlock authentication methods

You can configure which authentication methods are available in the Unlock Credential
workflow using the Edit Roles workflow. This allows you to select a different set of
authentication methods for each role; for example, you may want only senior operators to be
able to use the Operator Approval method, while all operators can use the Authentication
Code method.

You can also configure MyID to skip the authentication step entirely.

To set up authentication methods for unlocking:

1.

From the Configuration category, select Edit Roles.

2. Under the Unlock Credential option, select the following options:

« Identity Documents — select this option to allow the operator to record the details of

the documents the user presents (for example, passport, driver's license).

Note: The list of available documents is determined by the Authenticate Person
Document1 and Authenticate Person Document2 lists. To edit these lists, use the
List Editor. See the Changing list entries section in the Administration Guide for
details.

» Operator Approval — select this option to allow the operator to confirm the user's

identity without further evidence.

« Security Questions — select this option to allow authentication using answers to the

user's stored security questions.
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* Reject Authentication — select this option to allow the operator to reject the
authentication for the user.

» Authentication Code — select this option to allow authentication codes.

* Bypass Authentication — select this option to skip the authentication stage on the
Unlock Credential workflow. Do not select any other authentication methods in
conjunction with this option.

Assign these options to the appropriate roles; for example, you may want users who have
one role to use security questions, and users who have another role to use authentication
codes.

3. Click Save Changes.

Requesting an authentication code

The Request Auth Code workflow allows you to request an authentication or unlock code for
auser.

Note: You can also request an authentication code for card activation or unlocking using the
MyID Operator Client. See the Sending an authentication code to activate a device and
Sending a code to unlock a device sections in the MyID Operator Client guide for details.

Authentication codes are used during card activation; see the Activating cards section in the
Administration Guide for details. If an applicant makes several invalid attempts to enter an
authentication code (as determined by the Maximum Allowed OTP Failures configuration
option), quits out of the Activate Card workflow, or declines the terms and conditions, the
code is canceled, and the applicant must ask an administrator to generate another code.

If a cardholder enters their PIN incorrectly too many times, the card is locked. An
administrator can generate an unlock code using this workflow. The cardholder can then
unlock the card: see section 5.70.3, Resetting your own PIN.

Note: Codes do not expire; they are valid until they are used. Only one code of each type can
be assigned to a card — new codes supersede old codes.

The Request Auth Code workflow is not assigned to any roles by default; you must make
sure that you use the Edit Roles workflow to assign the workflow to any roles that you want
to be able to issue codes.

To generate a code:

1. From the Cards category, select Request Auth Code.

2. Use the Find Person screen to find the user for whom you want to generate a code.
3. Select the person.

4. Ifthe user has more than one card, select the card.

The screen shows if the user has any existing unlock or authentication codes in the
Existing Codes column. If you generate a code of the same type, the previous code is
deactivated, and can no longer be used.

5. Togenerate an unlock code, click Unlock.

An email message is sent to the user containing a code that allows them to unlock the
card. See section 5.70.3, Resetting your own PIN for details.

6. To generate an authentication code, click Activate.
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An email message is sent to the user containing a code that allows them to activate the card.
see the Activating cards section in the Administration Guide for details.

Note: The lifetime of auth codes is determined by the Auth Code Lifetime option on the
Auth Code page of the Security Settings workflow. By default, the lifetime is set for 720
hours; to set auth codes to have unlimited expiry, set this option to 0.

Remote PIN Management utility for PIV cards

The MyID Card Utility allows you to carry out a remote unlock or change the PIN on cards that
support PIV applets.

This utility has been developed with IDEMIA (PIV cards and ID-One PIV cards) and Gemplus
PIV cards. You can also use the utility with Yubico devices, which support PIV features but
are not PIV compliant. This utility supports Global PINs on smart cards that support that
feature.

The MyIDCardutility.exe fileisinstalled to the utilities folder on the MylD application
server. You can copy this utility manually to any client PC you want to be able to use the
functionality.

To use the card utility:
1. CopytheMyIDCardutility.exe file to the client PC.
2. In Windows Explorer, double-click the MyIDcardutility.exe file.

You can also set up a shortcut to run this utility.

zl

Card Details

Select Card Reader iIGemplus USB Smart Card Reader 0

Read Card |

Card SerialMumber I

Choose Operation

' Change PIN

€ Remote Wnlock Gard

= Back | et = | Cancel I

3. Ifyou are using multiple card readers, select the appropriate reader from the Select Card
Reader drop-down list.

4. Click Read Card.
The utility reads the card, and the card serial number appears.
5. Select one of the following options:
* Change PIN

« Remote Unlock Card
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To change the PIN:
a. Click Change PIN.

b. Click Next.
x
—Card Details
Card SerialMumber I CBERTHUR45205025000000000015
—PIN

Existing PIN I

Mew PIN I
Canfirm PIN I

< Back I Mext = I Cancel

c. Type the card's Existing PIN.

d. Type the New PIN, and confirm the new PIN in the Confirm PIN box.
Note: The PIN must be the same length or longer than the current PIN.

e. Click Next.
The card PIN is changed.

To remote unlock the card:

a. Click Remote Unlock Card.

b. Click Next.

Remote Unlock |

Card Details

Zard Serialumber I OBERTHUR 4520502B000000000015

Linlock Challenge | fhfb 290 0751 e5as 2h

Please phane helpdesk For unlock code

i~ Unlack Details

Unlock Code I

[ew PIN I
Canfirm PIN I

< Back I Mext = I Cancel |

c. Call the helpdesk and provide the Unlock Challenge.

Page 87 of 153



5.10.11

Operator's Guide

intercede

d. The helpdesk operator must then open MyID, go to the Unlock Credential workflow,
and type the Unlock Challenge into the Challenge Code boxes before clicking
Confirm.

The helpdesk operator can then read out the unlocking code.

See section 5.10.7, Unlocking a credential remotely for details of using the Unlock
Credential workflow.

e. Type the unlocking code from the helpdesk operator into the Unlock Code box.
f. Type a New PIN and confirm the new PIN in the Confirm PIN box.
g. Click Next.

The card is unlocked, and is given a new PIN.

Unlock credential provider

MyID provides an unlock credential provider that allows a user to unlock their PIV card from
the Windows logon screen. This provides the same functionality as the MyID Card Utility for
remotely unlocking cards (see section 5.70.70, Remote PIN Management utility for PIV cards
for details).

For details of installing and configuring the unlock credential provider, see the Installing the
unlock credential provider section in the Installation and Configuration Guide.

To unlock a PIV card:
1. Atthe Windows logon screen, insert your locked PIV card.
2. Select the Unlock Credential Provider tile.

Note: The unlock credential provider displays a tile for each suitable logon certificate on
the card; for example, a PIV card has both PIV Authentication and Card Authentication
certificates, so the unlock credential provider displays two tiles. Click on any of the
provided tiles to continue.

The unlock credential provider generates and displays a random challenge.
3. Call the helpdesk and provide the Challenge code.

4. The helpdesk operator must then open MyID, go to the Unlock Credential workflow, and
type the Unlock Challenge into the Challenge Code boxes before clicking Confirm.

The helpdesk operator can then read out the unlocking code.

See section 5.70.7, Unlocking a credential remotely for details of using the Unlock
Credential workflow.

5. Type the unlocking code from the helpdesk operator into the Response box.
6. Type a new PIN and confirm the new PIN in the PIN Check box.
The card is unlocked and given a new PIN, and the user is logged on to Windows.

Note: The next time you log on to Windows after unlocking your card using the unlock
credential provider, the Unlock Credential Provider tile is selected on the logon screen; this
is because Windows remembers the last option you selected on this screen. Click your
preferred sign-in option and continue.
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51012 Known issues

« IKB-283 — Error if an incorrect certificate is selected for PIN unlock

If two or more Windows logon certificates are present for the same identity on a single
device, an error can occur after successfully completing setting a new PIN for the device
if the following sequence has occurred.

» The user has initially logged on with a certificate on a device.
* The user locks the PC.
» The user attempts to unlock the computer but locks the PIN for the device by
providing the incorrect PIN too many times.
» The user selects a different logon certificate on the same device.
* The user completes the unlock process and sets a new PIN.
A Windows message is displayed:
The user name or password is incorrect

In this scenario, the PIN is successfully changed, but the user must re-select the
certificate and enter their PIN to logon to Windows again.

5.11 Canceling cards

You can cancel cards that are present, cancel cards that are not present, and enable or
disable cards temporarily.

511.1 Enabling or disabling cards

You can enable or disable a card temporarily using the Enable / Disable Card workflow. You
can enable or disable the card whether the card is present or not.

Note: As an alternative, you can use the Enable Device and Disable Device options in the
MyID Operator Client. See the Enabling and disabling devices section in the MyID Operator
Client guide for details.

To enable or disable a card:

1. From the Cards category, click Enable / Disable Card.

If you have the card to be edited, you may insert it now.

If you do not have the card, you may identify it by searching the user accounts.

Card Serial Number:| <insert card>

2. Ifthe card is present, insert it into an available card reader.

If the card is not present, click Search then use the Find Person screen to find the
cardholder, then (if the cardholder has more than one card) select the card you want to
enable or disable.
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Card Status

Name: Alise Rice
Card Number: OBERTHUR4820502B200900025220
Type: Oberthur ID-One PIV

Card Status: Enabled

Why are you disabling this card? | Forgotten (suspend) ™|

Details: |

Click continue to disable this card

3. Selectareason and type the details for canceling the card, then click Continue.
See section 6.5, Certificate reasons for details.

Note: If a card with existing suspended certificates is disabled, all active certificates on the
card are suspended. If that card is then re-enabled, all certificates on the card (including
those which were originally suspended) are enabled.

For example, a card has two certificates: one issued and the other suspended. If that card is
disabled, the issued certificate is suspended. When the card is re enabled, both certificates
are unsuspended.

5.11.2 Erasing a card

When you erase a card, MyID removes its details from the database, revokes and removes
any certificates stored on it and — as much as possible — returns the card to its original state.
You can erase smart cards that are physically present, and VSCs that are stored on the
machine on which you are running MyID.

Note: If your card is contactless only, or it is not present, you cannot use the Erase Card
workflow to cancel it. Instead, use the Cancel Credential workflow. See section 5.71.3,
Canceling a credential.

Note: You cannot erase your own cards.
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To erase a card:

1.

From the Cards category, select Erase Card.

Erase Card > Confirm Card > Reason for Erase > Confirm Erase

Connect or select a smart card to erase

ri:|
No cards found, please insert a card

intercede

Erase Card > Confirm Card > Reason for Erase » Confirm Erase

Connect or select a smart card to erase

Sam Smith

OBERTHUR48205028200900025503

Card Type: Oberthur ID-One PIV

Employee Id: 1001

Profile: PIV No Activation - Cancel
Validation

Expiry Date: 05/02/2017 12:25:14

Requires approval

Insert the card you want to cancel and select it from the list.

3. Click Next.
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Erase Card > Confirm Card > Reason for Erase > Approval Required > Confirm Erase

Card selected Provide the reason for erasing this card and set its disposal status

Sam Smith
€ | osermunsszosozszocsoonassas Reason for erasing the device:
25 | card Type: Oberthur ID-One PIV .
Employee Id: 1001
Profile: PIV No Activation - Cancel

Validation Details:
Expiry Date: 02/05/2017 13:25:14

Device Disposal Status:

None (Default the card may be re-issued) v

4. Provide the following information:

« Reason for erasing the device — select the reason you are canceling the card from
the drop-down list. This reason affects how MyID treats the certificates on the card.

See section 6.5, Certificate reasons for details.
» Details — type further information on your reasons for erasing the card. This
information is stored in the audit record.

- Device Disposal Status — select what you want to happen to the physical card after
cancellation. For example, you may want to prevent the card from being used again
within MyID.

See also the Card Disposal workflow — section 5.15, Disposing of cards.
Click Next.

If the credential profile used to issue the card had the Validate Cancellation option
selected, you must obtain the approval of another operator before you can erase the
card.

 Ifthe approver is present, select Approver Present, click Approve, then ask the
approver to insert their card and authenticate using their PIN.

» Ifthe approver is not present, select Defer Approval and click Approve.

Note: MyID does not erase the card if you have deferred approval. Instead, MyID creates
an approval job. Another operator must then use the Validate Request workflow to
approve the approval job, at which point MyID will cancel the card remotely; this is
effectively the same as using the Cancel Credential workflow, in that the card is
canceled in the MyID database and its certificates are revoked; the physical card is not
affected.

If you still want to remove data from the physical card after it has been canceled remotely,
you can use the Erase Card workflow again.

On the confirmation screen, click Erase.
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MyID erases the card. The confirmation screen details what will happen to the credential
and its certificates.

Note: Do not remove the card until the process has completed.

5.11.3 Canceling a credential

If a card is not present, or it is a type of credential that cannot be inserted into a card reader
(for example, a VSC) you can cancel it remotely using the Cancel Credential workflow. This
process does not change the contents of the credential itself, but cancels the holder's access
to MyID and revokes any certificates.

You can use this workflow even if the card is present; however, the contents of the card are
not altered.

To cancel a credential:

1. From the Cards menu, select Cancel Credential.

Cancel Credential > Confirm Person > Confirm Device > Reason for Cancellation > Confirm Cancellation

Find the person, whose credentials need to be cancelled

Q X

2. Enter the search criteria for the person who owns the credential you want to cancel, then
click Search.

See section 2.2.2, Entering search criteria for details of entering search criteria.

3. From the list of matching records, select the person to search for any credentials
belonging to them.
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Cancel Credential > Confirm Person > Confirm Device > Reason for Cancellation > Confirm Cancellation

Person selected Select a Card
Charlie Green @
_§ 2003
==Y security: 2003 i i
I roup: Human Resources Device Type Serial Number Profile Expiry Date
&

1 - Oberthur ID-One PIV 'OBERTHUR48205028200900025503 PIV No Activation 13 February 2017 13:14:53
Oberthur ID-One PIV OBERTHUR4S205028200300025504 PIV No Activation 13 February 2017 11:22:06

If the person has more than one credential, select the credential you want to cancel from
the list.

Cancel Credential > Confirm Person > Confirm Device > Reason for Cancellation > Confirm Cancellation
Person selected Provide the reason for cancelling the credentials

Charlie Green
N o0 Reason for cancellation
==Y security: 2003 .

Group: Human Resources

&
Tt Details:

Device selected

Oberthur ID-One PIV
OBERTHUR48205028200900025503
Profile: PIV No Activation
Expiry Date: 13/02/2017 13:14:53
Device Disposal Status:

None (Default the card may be re-issued) ¥

Provide the following information:

« Reason for cancellation — select the reason you are canceling the credential from
the drop-down list. This reason affects how MyID treats the certificates on the
credential.

See section 6.5, Certificate reasons for details.

» Details — type further information on your reasons for canceling the credential. This
information is stored in the audit record.

- Device Disposal Status — select what you want to happen to the physical credential
after cancellation. For example, you may want to prevent the credential from being
used again within MyID.
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Note: The Device Disposal Status option is not shown for credentials that cannot
be disposed; for example, VSCs.

See also the Card Disposal workflow — section 5.15, Disposing of cards.
Click Next.

If the credential profile used to issue the credential had the Validate Cancellation option
selected, you must obtain the approval of another operator before you can erase the
credential.

« Ifthe approver is present, select Approver Present, click Approve, then ask the
approver to insert their credential and authenticate using their PIN.
« Ifthe approver is not present, select Defer Approval and click Approve.

Note: MyID does not cancel the credential immediately if you have deferred
approval. Instead, MyID creates an approval job. Another operator must then use the
Validate Request workflow to approve the approval job, at which point MyID will
cancel the credential.

On the confirmation screen, click Confirm.

MyID cancels the credential in the MyID database, unassigns it from the user, and
revokes any certificates as appropriate. The confirmation screen details what will happen
to the credential and its certificates.

Validating card cancellations

If you want to ensure that any card cancellations are validated by another operator, you can
set the Validate Cancellation option in the Credential Profiles workflow.

» An operator uses the Erase Card or Cancel Credential workflow.

+ Either another operator enters their authentication details while the workflow is being

used, or the original operator selects the Defer Approval option and the second operator
uses the Validate Request workflow to approve the cancellation.

To set the Validate Cancellation option:

1.
2.
3.

In the Configuration category, click Credential Profiles.

Select the profile you want to change, then click Modify.

Click Issuance Settings, then set the Validate Cancellation option.
Click Next, then complete the Credential profile.

When an operator uses the Defer Approval option in the Erase Card or Cancel
Credential workflow, MyID creates a job that must be validated by another operator
before the card can be canceled.

To validate a request:

1.
2.
3.

In the Cards category, click Validate Request.
In the Task Type drop-down, select Cancellations.
Click Search to find the appropriate cancellation requests.

The workflow moves on to the Validate Request stage. This stage gives details of the
appropriate request and provides the option of either accepting or rejecting that request.
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5. Either:

* Choose Accept to validate the request, or

* Choose Reject to reject the request, preventing the card from being canceled.

Printing cards

For information about card printers, see the Printer Integration Guide.

Printing a card

You can use the Print Card workflow to print a card that has already been issued.

To print a card:

1.

From the Cards category, select Print Card.

You can also launch this workflow from the Batch section of the More category in the
MyID Operator Client. See the Using Batch workflows section in the MyID Operator
Client guide for details.

Print Card > Confirm Printer > Confirm Layout

Select a printer and the card to print

Printer

HDP5000 Card Printer -

Ready

ﬁ No cards found, please insert a card.
L]

From the drop-down list, select the card printer you want to use.

The first time you use this workflow, the selection is blank; on all subsequent uses, MyID
remembers the last printer you selected (if it is still installed on your PC).

Insert the issued card you want to print into the card printer and click Load Card.
Once the card has loaded, it appears in the card list.

Note: At any point, if there are problems, you can click More Details to view information
about the messages being returned from the card printer.

Select the card from the list.

Note: MyID cannot differentiate between card readers attached to the PC and card
readers attached through the card printer. If you have more than one card inserted, make
sure you select the correct card from the list.

Click Next.
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Print Card > Confirm Printer > Confirm Layout

Printer selacted Select the card layout

Layout
HDP5000 Card Printer
PIV_CON v

Card loaded
Front Back
Card selected

Sam Smith FEB2017
€ | osermuraszosozszoosoooiesar
A -
2 | card Type: Oberthur ID-One PIV = .
Security: 1001 - e
profile: Simple PIV . P \

Expiry Date: 15/02/2017 13:41:30

ez e

N

COSRTARMSGEN GHOOONOMUON

100% 100%

Select the card layout from the drop-down list.

MyID displays a preview of the card layout using the details taken from the cardholder's
account. You can zoom in and out on the front and back preview images.

Click Print.

MyID prints the card. Do not disconnect the printer until it has finished printing.

5.12.2 Printing badges

The Print Badge workflow allows you to print a card layout for a specific user onto a card that
does not have a chip.

To print a badge:

1.

Operator's Guide

From the Cards category, select Print Badge.

You can also launch this workflow from the View Person screen in the MyID Operator
Client; this launches the workflow with the person already selected. See the Printing a
badge section in the MyID Operator Client guide for details.

Use the Find Person screen to find the person for whom you want to print a badge.
Select the printer from the list, then click Continue.
Select a layout from the list.

Note: You can print any layout that is associated with a credential profile available to the
user's role. The user's role must have the Can Receive option selected in the credential
profile.

Click Print.
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512.3 Printers have external readers

You can configure MyID to ask the operator to read the proximity serial number using an
external prox reader before inserting the card into the printer when using the Collect Card

workflow.
To enable this feature:
1. From the Configuration category, select Operation Settings.

2. Click the General tab.
3. Set the following option:
* Printers have External Prox Readers — set to Yes to enable reading the proximity
serial number before placing the card in the printer.

4. Click Save changes.

With this option enabled, in the Collect Card workflow, MyID reads the serial number of the
proximity card, then instructs you to place the card in the printer hopper; you then click Next

to print the card.
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5.12.4 Troubleshooting card layout preview issues
() Front

Unable to retrieve card layout praview.

If the preview image of the card displays an error with the following:
Unable to retrieve card layout preview
the issue may be caused by the following:

» Missing data in the user record.

For example, there may be custom fields that are included on the card layout that are not
populated for the cardholder.

« Missing image files.

For example, if you have specified a dynamic custom image based on a field in the user
record, and there is no corresponding file that matches the dynamically-generated
filename.

» Problems accessing the CRL for the IIS SSL certificate.

For https connections, the client PC must be able to access the CRL for the certificate

used for the MyID website. If you are experiencing problems, you can disable the server

certificate revocation check on the client; in Internet Options, on the Advanced tab, in

the Security section, deselect the Check for server certificate revocation option.
Make sure that you have set the Image Upload Server option (on the Video page of the
Operation Settings workflow) to the name of the MyID web server; for example:

myserver.example.com
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Batch encoding cards

The Batch Encode Card workflow allows you to pre-encode cards with their personalization
details. When you distribute the cards to the applicants, the applicants can then activate their
cards quickly without having to encode them. You must configure the credential profile for
these devices to use 2-Step for the Pre-encode Card option; see the Configuring a
credential profile for activation section in the Administration Guide.

You use the Batch Encode Card workflow after you have issued the cards with their
GlobalPlatform keys locked, or after they have come back from a bureau with their
GlobalPlatform keys locked.

To pre-encode cards:

1.

From the Cards category, select Batch Encode Card.

You can also launch this workflow from the Batch section of the More category in the
MyID Operator Client. See the Using Batch workflows section in the MyID Operator
Client guide for details.

Issuance Settings

PRINT

[ Print the cards after issuance
[ Always use the default layout

HOPPER

Use a card hopper to feed the cards through the process
I Suppress errers during batch issue (errors will be audited)

Select your encoding options:
« Print the cards after issuance
If the cards have not already been printed, you can print them as you encode them.
« Always use the default layout

If you are printing the cards, you can select this option so you don't have to select a
layout for each card.

« Use a card hopper to feed the cards through the process

Select this option if you are using a card hopper rather than a card reader to encode
the cards.

« Suppress errors during batch issue (errors will be audited)

If you are using a card hopper for encoding, select this option so you can leave the
process unattended. Any errors will be audited.

Click Next.
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4. Insertthe first card. If the card is in the correct state to be encoded, MyID encodes the
card.

Card OBERTHUR4820502B200900014446 |dentified

There are 1 job(s) outstanding for this card
Initialize the card to be of type Batch Encode

If you are using a hopper, the next card is inserted automatically. If you are using a card
reader, insert the next card.

If you are using a card reader, click Finish when you have completed encoding all the
cards you want to encode.

If you are using authentication codes, these are sent by email to the applicant at this
stage.

When the process is complete, a summary is shown. Click Additional Information to
display the details.

Details

Start Time Logon Name

2022-03-30 14:14:52 startup
Additional Information AN
Action Serial Number Device Type Status After Encoding
Batch Encode Card operation completed  OBERTHUR4820502B200900014446  Oberthur ID-One PIV Awaiting Issue
Logon Name Credential Profile Name Collected Certificate Collected Certificate
00003 Batch Encode PIVAuthentication (2) (79) PIVEneryption_CAArchive (2} (80)

Batch Totals Failed to encode

Timeout and automatic canceling

The Batch Encode Card Timeout setting (in the Operation Settings workflow, General
tab) specifies how long between cards the Batch Encode Card workflow waits before it quits
the workflow. By default this is set to 15 seconds.

If you are using a hopper, and two cards in a row are detected as invalid cards, MyID
assumes the batch of cards is incorrect (for example, the cards may have been placed in the
hopper the wrong way) and it quits the workflow.

Card ready notification

If you have set the Activation Authentication in the credential profile to Authentication
Code (Manual), an authentication code is required to activate or unlock the card. An operator
must request an authentication code using the Request Auth Code or Card Ready
Notification workflow.

Once you have requested and collected a card, you can use the Card Ready Notification
workflow to mark the card as available for collection and send the authorization code by
email.
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To mark a card as ready for collection:
1. From the Cards category, select Card Ready Notification.

2. Insertthe card.
The card is marked as ready for collection, and the authorization code is sent by email to
the applicant.

5.15 Disposing of cards

You can mark a card as disposed within MyID. This creates an audit trail of the date and time
of the disposal along with the identity of the operator who disposed of the card. Before you
can dispose of a card, you must cancel it and disassociate it from its user; however, if the
card has expired, and the Allow disposal of expired devices configuration option is set to
Yes, you can dispose of the card without canceling it.

Note: You can also use the Erase Card workflow to set the disposal status of cards. See
section 5.11.2, Erasing a card.

To dispose of a card:
1. From the Cards category, select Card Disposal.

Alternatively, you can use the Change Disposal Status option in the MyID Operator
Client. See the Disposing of a device section in the MyID Operator Client guide for
details.

If you have the credential to be selected, you may insert it now.

If you do not have the credential, you may identify it by searching the user accounts.

Card Serial Number:| <insert card>

2. If you have the card you want to dispose of, insert the card in the card reader.

Alternatively, close the Select Card dialog, click Search, then use Find Person to find the
person to whom the card is assigned, or to whom the card was previously assigned, then
select the card you want to dispose of.

Operator's Guide Page 102 of 153


MyID Operator Client.pdf

5.16

Operator's Guide

Device Disposal

Details

Cardholder Title:
Cardhelder Firstname:
Cardholder Surname:

Cardholder Employee ID:
Cardholder Logon Name:

Serial Number:

Device Type:

Expiry Date:

Current Disposal Status:

New Disposal Status

Notes:

Mr

Arthur

Alpha

00001

00001
OBERTHUR4820502B200900025220
Oberthur ID-One PIV

26 September 2022

None

\ &)
\

3. Set the following:

intercede

Cardholder Image

G g

l*m I

* New Disposal Status — select one of the following statuses:

Collected
Disposed
Legacy
Lost
None

Not Collected

Note: When you mark a card with the status Disposed or Lost, MyID prevents it
from ever being issued again. If you select any of the other disposal statuses, you
can issue the card again.

* Notes — type information about the reason you are disposing of the card.

4. Click Update Status.

The status of the card is updated in the MyID database, and the status change is
recorded in the audit trail.

The audit summary is displayed on completion of the workflow.

Reinstating cards

The Reinstate Card workflow allows you to reassign a canceled card to its original user. This
may be useful if you cancel a card that does not need to be canceled; for example, if a
cardholder reports their card as missing, then subsequently finds it before the replacement
card has been issued.

Once you have reinstated a card, you must activate it before it can be used. The credential
profile for the card must require activation. If the card is not present when you use the
Reinstate Card workflow, you cannot use self activation; you must use the Assisted
Activation workflow instead.

Note: You cannot reinstate a card that has expired.
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The cardholder must have card issuance approved, and must be able to be issued the
current version of the card profile. The operator who is using the Reinstate Card workflow
must also have permissions to issue the card profile. Both the card profile and the cardholder
must still exist in the MyID system — you cannot reinstate a card if either have been deleted.

Note: Reinstate Card is currently supported only for PIV cards.

As an alternative, you are recommended to use the Reinstate option on the View Device
screen in the MyID Operator Client; this feature can reinstate canceled or erased smart card
without requiring the credential profile to be set up for activation, and supports any smart
card, not just PIV cards. See the Reinstating a device section in the MyID Operator Client
guide for details.

To reinstate a card:
1. From the Cards category, select Reinstate Card.
2. Insertthe card to be reinstated, or search for the card you want to reinstate remotely.

If you search for the card, you must search for the cardholder, then select from the list of
available devices for that cardholder.

3. Onthe person details screen, confirm that you have selected the correct person.
4. Click the Details tab and check that there are no pending card replacement requests.

If there are any pending requests, you can continue with the reinstatement, but you must
cancel the card replacement jobs manually.

5. Click OK.
6. Onthe Warning dialog, click Yes to continue.
7. Check the details of the card profile.
Note: You cannot change the card profile for the card.
8. Click OK to reinstate the card.
This completes the workflow.
9. Activate the card.
Once the card has been reinstated, you must activate the card before you can use it.

Note: If your system or the card profile is set up to require biometric verification for
issuance, the cardholder must verify their biometrics to complete the activation. Make
sure that you carry out the activation on a system that has a suitable biometric reader.

» To activate a card yourself, insert the card into the card reader at the MyID logon
screen and follow the instructions.

» To activate a card for another user, from the Cards category, select Assisted
Activation.
Reprovisioning cards

The Reprovision Card and Reprovision My Card workflows allow you to re-encode a card
completely, based on the data in the MyID database, using the latest version of the credential
profile used during issuance.
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The card will have the same expiry date as the original card. New certificates may have
longer expiration times than the original certificates, but these will not exceed the lifetime of
the card itself. Certificates that were revoked externally to MyID will be replaced with new
active certificates.

The card must not have been canceled or disabled, and the user's account in MyID must not
have been disabled. For PIV systems, the cardholder must be approved for issuance.

Note: Reprovisioning erases and rewrites the card content. If you interrupt the reprovisioning
process after the initial card authentication has taken place (for example, by pulling your card
from the reader, canceling the workflow, or shutting down MyID) your smart card may be left
in an unusable state. To remedy this, carry out the reprovisioning process again, or cancel
and reissue the smart card.

These workflows are designed for reprovisioning smart cards only, not contactless tokens.
Validation is not required, even if the credential profile has the Validate Issuance option set.

Note: If you want to create a reprovision request then allow the cardholder to update their
own smart card using the Self-Service App, you can use the Request Card Update workflow
to request an update, selecting a reason that requires a reprovision. See section 5.7.2,
Requesting a card update for details.

To reprovision a card:
1. From the Cards category, select Reprovision Card.

The Reprovision My Card workflow works in the same way as the Reprovision Card
workflow, with the exception that you can reprovision only those cards that are assigned
to you.

Notes:

« You can also launch the Reprovision Card workflow from the View Device screen of
the MyID Operator Client. See the Reprovisioning a device section in the MyID
Operator Client guide for details.

« You can also launch the Reprovision My Card workflow from the self-service menu
in the MyID Operator Client. See the Launching self-service workflows section in the
MyID Operator Client guide for details.

2. Insert a card to be reprovisioned.

MyID checks the card and informs you if it can be reprovisioned.
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Reprovision Card Check

Inserted card is valid for reprovision.

Click Next to continue to reprovision this card.
or click Change Card to check a different card.

Title: Mr
First Name: Arthur >
==
Middle Name:

Last Name: Alpha .
Security: 00001 ‘* M

Card Serial Number: OBERTHURA48205028200900025220
Type: Oberthur ID-One PIV
Credential Profile Name: CIVCertificatesOnly
Enabled Until: 28/08/2022

Reason For Reprovision: | Device holder details change (rev[™]|

Click Change Card to rescan the available card readers on your PC.

Note: The Change Card button does not appear if you launch this workflow from the
MyID Operator Client.

Select the Reason For Reprovision from the drop-down list.
See section 6.5, Certificate reasons for details.
Click Next.

A warning appears. The wording of this warning differs between the Reprovision Card
and Reprovision My Card workflows; the Reprovision Card version provides more
information to the operator about what happens to the card and account during the
process of reprovisioning the card.

Click Continue.
Type the New PIN and confirm it, then click Next.

The card is now re-encoded with the latest information.

Assigning cards

You can use the Assign Card workflow to assign a particular smart card to a card request
job. The user can use only the card that has been assigned to that job in the Collect Card or
Collect My Card workflows.

For example:

1. Using the Lifecycle API, import Jane Smith's details into MyID request a card for her.

2. Use the Assign Card workflow to assign the card with serial number 123456 to Jane
Smith’s card request job.

3. Hand the card with serial number 123456 to Jane Smith.
Jane Smith can use this card as an ID badge, but it does not contain any electronic
personalization; for example, certificates. No-one else can now use this card.

4. Jane Smith collects the card personalization using MyID. Jane can write this data onto

the card with serial number 123456 only; no other card is accepted by MyID.

Page 106 of 153



5.18.1

5.18.2

5.18.3

Operator's Guide

intercede

Note: If the card request job does not have a card assigned, the user can use any card that
has not been assigned to another user.

Assigning known cards

You can restrict the Assign Card workflow to assign only cards that are known to MyID; that
is, they have previously had their serial numbers imported. In the credential profile, set the
Only Issue to Known Serial Numbers option.

See the Importing serial numbers section in the Administration Guide for details.

Assigning a card
To assign a card:
1. From the Cards category, select Assign Card.

2. Onthe Find Person stage, type the details for the user you to whom you want to assign a
card, then click Search.

3. Select the user from the list.

4. If more than one card request exists for that person, select the card request you want to
use; if there is a single card request, this is automatically selected.

5. Ifthe Allow card serial number to be entered during Request Card workflow option
is set to Yes, you can enter the serial number.

Alternatively, insert the card you want to allocate.

6. If you have more than one card inserted in card readers, select the card you want to
assign to the user.

Note: You cannot assign a card that is already issued to another user. You can assign a
card if the card is assigned to another card request, if the other card request is within your
scope.

The card is now assigned to the card request. The serial number of the assigned card is
displayed in the summary at the end of the workflow.

Unassigning cards

Only one card can be assigned to a card request at any one time. If you assign card 123456
to Jane Smith’s card request, and then you subsequently assign card 999999 to her card
request, card 123456 is no longer assigned to her card request, and is therefore available to
be assigned to another user.

You cannot remove an assigned card from a user’s card request in MyID Desktop without
replacing it. Once you assign a card to a user, you can only unassign the card by assigning a
different card.

Alternatively, you can use the Unassign Device option in the MyID Operator Client to
remove the association between the device and the request. See the Unassigning a device
section in the MyID Operator Client guide.
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Working with certificates

Digital certificates are pieces of data that use a digital signature to identify the holder of the
certificate, and may provide information on what a person is allowed to access — for example,
a certificate may allow someone to log on to Windows. Certificates are issued by Certificate
Authorities (CAs) which use Public Key Infrastructure (PKI) to provide trusted third-party
vetting for user identities.

Certificates can be stored on hardware such as smart cards and tokens, or (as soft
certificates) stored in your web browser's certificate store.

Issuing certificates

Certificates are normally written to a card when it is issued; any pending card certificates can
be collected later.

Soft certificates can be collected in a browser's certificate store. See also section 6.3, Issuing
soft certificates using a credential profile for details of working with soft certificates.

Collecting certificates

You can update a card using the Update Card or Collect My Updates workflows to collect
any pending certificates. You can collect certificates for another cardholder or for your own
card. See section 5.7, Updating cards for details.

Note: If you want to collect soft certificates, you must use the Collect My Certificates
workflow. If you want to collect updated certificates for a card that has already been issued,
you must use the Collect My Updates workflow.

To collect certificates:
1. From the Certificates category, click Collect Certificates.

You can also launch this workflow from the Certificate Administration section of the
More category in the MyID Operator Client. See the Using Certificate Administration
workflows section in the MyID Operator Client guide for details.

Please Insert card

Card Serial Number: | <insert card>

2. Insert the card onto which you want to collect the certificates, then click Update.
MyID checks for any pending certificates, then writes them to the card.

To collect pending certificates for your own card:

1. From the Certificates category, click Collect My Certificates.

MyID checks for any pending certificates, then writes them to the card.
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Note: You must log on with the card to collect pending certificates. If your credential
profile specifies a certificate to use for MylD Logon, you cannot log on with the card if the
certificate has not yet been issued. You must ask an operator to use the Collect
Certificates to collect the pending certificates onto your card instead.

MyID then checks for any pending soft certificates and writes them to the browser's
certificate store.

Viewing pending certificate requests

The Certificate Requests workflow allows you to view the status of all pending certificates in
the system. You can also choose to pause the certificate request and resume it at a later
date.

Note: This workflow provides system administration capabilities, so does not restrict
information based on the scope of the operator.

Note: As an alternative to using the Certificate Requests workflow, you can use the
Certificates search in the MyID Operator Client to pause and resume certificate processing.
See the Pausing and resuming certificate processing section in the MylD Operator Client
guide.

To view certificate requests:

1. From the Certificates category, click Certificate Requests.

Search Criteria

Issued To:| | Issued After: |

Centificate Policy: | any v/l Type:| All v/l

ca: ‘ any V|| Card Serial Number: | |

Renewal Status: | || Record Limit: [ 500 |

Revocation Status: ™

2. Type the details for the certificates you want to view, then click Search.
MyID displays the matching certificates in a table.
3. Select a certificate to view its details.

4. You can click Pause to prevent further processing of the certificate request, or Resume
to resubmit the selected certificate for processing.

Administering certificates

You can list all the certificates that have been issued or revoked by the system; this allows
you to revoke, suspend, or unsuspend certificates, as well as change the renewal details for
them.

Note: This workflow provides system administration capabilities, so does not restrict
information based on the scope of the operator.

Viewing issued certificates

Note: As an alternative to using the Issued Certificates workflow, you can use the
Certificates search in the MyID Operator Client to list the issued certificates, revoke or
suspend any certificates if required, and change their renewal settings. See the Searching for
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a certificate, Revoking, suspending, and unsuspending certificates, and Changing renewal
settings for a certificate sections in the MyID Operator Client guide.

To view issued certificates:

1. From the Certificates category, click Issued Certificates.

Search Criteria

Issued To: Issued After: |

Certificate Policy: | any || Type:| All ||

ca:[any vl Card Serial Number: | |
Renewal Status: | V|| Record Limit: | 500 |
Issuance Profile | v/l

Pending Renewal: []

2. Enter the details for the certificates you want to list, then click Search.
MyID lists the certificates that match your search criteria in a table.
3. Click a certificate to view its details.

You can select more than one certificate if you want to change the renewal settings or
revoke multiple certificates at the same time.

4. Use the buttons to decide what to do next:
+ Click New Search to return to the start of the workflow.
» Click Change Renewal to change the renewal date for the certificate.
- Click Auto Renewal to change whether the certificate is automatically renewed:
» Select Yes if you want the certificate to renew automatically.
« Select No if you do not want the certificate to renew automatically.
Click OK.
« Click Revoke to revoke or suspend the certificate:
a. Select the Reason from the drop-down list.
See section 6.5, Certificate reasons for details.

Note: Make sure that the reason you select is appropriate for the certificate you
have selected. For example, some reasons do not affect archived certificates.

b. Type a description in the Details box.
c. Click Revoke.

5. Click Finish to complete the workflow.

6.2.2 Viewing revoked certificates

Note: As an alternative to using the Revoked Certificates workflow, you can use the
Certificates search in the MylID Operator Client to list the revoked certificates and unsuspend
any certificates if required. See the Searching for a certificate and Revoking, suspending, and
unsuspending certificates sections in the MyID Operator Client guide.
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To view the revoked certificates:
1. From the Certificates category, click Revoked Certificates.

Search Criteria

Issued To: | Issued A{ter:‘. |

Certificate Pohcy:‘:any | Tvps:‘:All |

ca:[any || Card Serial Number:| |

Renewal Status: | ™ Record Limit: 500 \
Reason For &

Revocation: |

Date Revoked: |

2. Enter the details for the certificates you want to list, then click Search.
MyID lists the certificates that match your search criteria in a table.
3. Click a certificate to view its details.

4. If a certificate has been suspended, you can unsuspend it: click the Unsuspend button.

Issuing soft certificates using a credential profile

Soft (or browser) certificates are not stored on a device such as a card or token; they are
stored on your PC. You can either request a certificate and allow the user to collect it using
MyID, or you can create a certificate in a password-protected file that you can send to the
user.

You issue soft certificate using a credential profile; this treats the package of certificates as a
virtual card. Certificates are either added to the recipient's local store or exported as a PFX
file. You can remotely administer these certificates as a card, allowing easy disabling,
replacing and canceling of the certificates.

You can issue certificates issued using either a CSP or CNG/KSP.

Note: Issuing and recovering certificates with elliptic curve cryptography (ECC) keysto a
software local store (CSP), or as a .pfx file, is not currently supported.

This section provides instructions for working with soft certificates using MyID Desktop.
Alternatively, you can use the MyID Operator Client to work with soft certificates; the MyID
Operator Client features also allow you to print transport and PIN mailing document for soft
certificates. See the Working with soft certificates section in the MyID Operator Client guide

for details.

Requesting soft certificates

To request soft certificates for another user:

1. From the Cards category, select Request Card.

2. Use the Find Person screen to find the person to whom you want to issue the certificates.

3. Select the person.
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Select Credential Profile

Select Credential Profile: | Soft Certificates [v]

Name Soft Certificates
Description
Device Friendly Name

Certificates DerivedPIVEncryptionCAArchive on domain31-VINF2019DC31-CA-1

Set an explicit expiration date: [

4. From the Select Credential Profile list, select a credential profile containing soft
certificates.

See the Setting up a credential profile for soft certificates section in the Administration
Guide for details of setting up a profile.

5. Click Request Card.
You can also request soft certificates in the MylD Operator Client. See the Requesting a
device for a person section in the MyID Operator Client guide for details.

6.3.2 Validating soft certificate requests

If the soft certificate credential profile has the Validate Issuance option set, you must
validate the request before you can collect the soft certificates.

To validate a soft certificate request:
1. From the Certificates category, click Validate Certificate Request.

You can also launch this workflow from the Certificate Administration section of the
More category in the MyID Operator Client. See the Using Certificate Administration
workflows section in the MyID Operator Client guide for details.

2. Use the search screen to enter the criteria for the request, then click Search.
The list of requests that require validation is displayed.
3. Select the job you want to validate and view its details.

4. If required, you can change the credential profile for the request by selecting a different
soft certificate credential profile from the drop-down list.
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Requested By: startup user
Request Date: 05/05/2022
Job ID: 1224
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Validate Certificate Request > Select Job > Validate Reguest » Choose Certificates

Grace Drever
Grace.Drever@domain25.local

202-523-4567

Operation: Request a soft (browser) certificate for a user

Credential Profile Name: Soft Cert Validation ™

Status: Awaiting Validaticn

5. Click Accept to validate the request, or Reject to cancel the request. If you reject the
request you must provide a reason.

6.3.3 Collecting soft certificates

Once an administrator has requested a credential profile containing soft certificates, the user

can collect the certificates.

To collect your certificates:

1. Loginto MyID using an existing card or passwords.

2. From the Certificates category, click Collect My Certificates.

Note: You can also launch this workflow from the self-service menu in the MyID Operator
Client. See the Launching self-service workflows section in the MyID Operator Client

guide for details.

Collect Soft Certificates

W

§
s

PIVCardAuthentication (2)
The certificate is not archived

. This certificate will be exported to an encrypted file

Generating Request

MyID checks for any pending soft certificates.
If the certificates are taking a long time to issue, you can:
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» Click Cancel — you can exit the workflow and collect the certificates later.
+ Click Fail — you can exit the workflow, but the certificates are failed. Any failed
certificates must be requested again.

3. Once the certificates are ready, the next action depends on the Storage Method setting
for the certificate policy in the credential profile:

» FileStore — type and confirm the password for the PFX file, then click Save.

Password to protect certificate : | |
&£ |

ot
\c_“,f

Confirm Password : |—|

You can use the following characters in PFX passwords:

a-z A-Z2 0-9 ' \ " # S %" () *+ - ./ ;=720
Note: You cannot use spaces.

Choose a location and name for the PFX file, then click Save.

You can now double-click the PFX file, enter the password, and add it to your
certificate store.

Note: If you want to issue certificates using CNG/KSP, you must use the certutil
utility to import the PFX rather than just double-clicking on the file, as double-clicking
automatically loads the private key into the Microsoft Enhanced Cryptographic
Provider; that is, a CSP rather than a KSP.

- SystemStore — the certificate is stored automatically in the Personal certificate store
of the logged-on Windows user.

Note: If the Storage Method is set to AutoSave, the Collect My Certificates workflow
behaves in the same way as with SystemStore. If you want to use the AutoSave option
to save the certificate to a USB device automatically, you must use the MyID Operator
Client to collect the soft certificate request instead.

Working with certificate packages

Once you have issued a certificate package, it is treated as a virtual card by MyID. For
example, you can enable or disable the package using Enable/Disable Card, and the
certificates will be suspended or unsuspended; you can cancel the package using Cancel
Credential, and the certificates will be revoked.

You can cancel a soft certificate package in the MyID Operator Client; on the View Device
screen, click Cancel Device. See the Canceling a device section in the MyID Operator
Client guide for details.

You can request a renewal for a soft certificate package in the MyID Operator Client; on the
View Device screen, click Request Device Renewal. See the Renewing a device section in
the MyID Operator Client guide for details.

Certificate packages appear in the list of cards with names like "Certificate Package 1451".
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Recovering certificates

If you have archived your issued certificates, you can recover them to a card if you need to.
For example, if the card is lost, you can recover the certificate onto a new card so that any
encrypted data (for example, encrypted email) can continue to be accessed.

Note: You must be logged in with a card to recover certificates. You cannot recover
certificates if you have logged in to MyID using security phrases.

Note: When you recover certificates to a PIV card, all retired certificate containers are
overwritten. This affects any smart card with a PIV applet.

Recovering someone else's certificates
You can recover certificates to another user's card. You can also recover soft certificates to a
PFX file.
To recover certificates to a card:
1. From the Certificates category, click Recover Certificates.

You can also launch this workflow from the Certificate Administration section of the
More category in the MyID Operator Client. See the Using Certificate Administration
workflows section in the MyID Operator Client guide for details.

2. Use the Find Person screen to select the person whose certificate you want to recover.

Select Certificates to Recover
Choose a certificate recovery option

O Recover certificates by date
(O Recover a specific number of certificates

O Select Certificates to recover manually

3. Select which certificates you want to recover:

* Recover certificates by date — specify the issuance date after which any keys will
be recovered.

* Recover a specific number of certificates — specify the number of keys you want
to recover. For example, if you specify 3, the three most recent keys will be
recovered.

» Select Certificates to recover manually — select the certificates from a list of all
available certificates.

4. Click Next.
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Carry out one of the following, depending on the option you selected on the previous
screen:

« Select a date. All certificates issued after this date will be recovered.

Select Certificates to Recover

Select Time Period for Certificate Recovery

Re:cvercenif\catesaﬁer:: ] (Leave blank o recover al historic certificates)

Reason for Recovery:

« Type a number of certificates. That number of the most recent certificates will be
recovered.

Select Certificates to Recover

Enter the number of historic certificates to recover

Number to recover (Leave blank to recover all historic certificates)

Reason for Recovery:
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« Use the Add button to select certificates from the Available Certificates list.

Select Certificates to Recover

Below is a list of available certificates that can be recovered.

Select those certificates you wish to recover, enter a reason why these certificates are being recovered and click 'Next >' to continue.

Available Certificates Selected Certificates

4D000000658A1D9BEBOB!
4D00000061DBEOEBOBOBE o)
4D0000005C3F995223080
4D00000058E73E51DCTAE
4D00000054BCOF4CB0BFC v
4D000000501CBC3164734

Certificate ID: 86

Serial Number: 4D0000006D183FDIAC182DF45A00000000006D
Policy Name: PIVEncryption_CAArchive (2)

Issuance Date: 31/03/2022 12:28:40

Renewal Date: 27/09/2022 12:26:14

Recovery Type: Can recover to a smart card only

Reason for Recovery:

5. Type a Reason for Recovery in the text box.
6. Click Next.

Recover Certificates

How would you like to recover the certificates?

€

¥F Recover the certificate to a password protected file or the local store

Recover the certificate to a smart card

The options available depend on how the Recovery Storage option on the certificate
policy is configured. See section 6.4.3, Options for recovering soft certificates.

7. Select one of the following options:
« Recover the certificate to a smart card

Insert the card to which to you want to recover the certificate, click Confirm to
confirm the card, type the PIN, then click Next. MyID writes the recovered certificates
to the card.

« Recover the certificate to a password protected file or the local store
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Note: The options available depend on how the Storage method allowed for
certificate recovery configuration option is configured. This option may be labeled
Recover the certificate to a password protected file or Recover the certificate
to the local store if only those options are available instead of both. See section
6.4.3, Options for recovering soft certificates.

If both methods are available, choose one of the following subsequent options:
« Add the certificate to the local store
The certificate is added to the local store automatically.
« Export the certificate and private key as a PFX file

Click Enter protection password then choose destination, type the
password for the certificate, and click Save.

You can use the following characters in PFX passwords:
a-z A-Z 0-9 ' \ " # S %" () *+ - ./ :; =724¢@
Note: You cannot use spaces.

Note: Using the Recover Certificates workflow on a card with named certificate containers
will overwrite any existing certificates in historic certificate containers with the certificates you
selected, or which were automatically selected for recovery. This includes any historic
certificates written to the card during issuance. If an operator recovers their own certificates
to the card, their current live encryption certificate may be recovered to a historic container (in
addition to its presence in the live archived container).

6.4.2 Recovering your own certificates

Note: The Recover My Certificates workflow is not automatically assigned to any roles. If
you want people to be able to recover their own certificates, use the Edit Roles workflow to
make it available.

To recover certificates to your own card:
1. From the Certificates category, click Recover My Certificates.

Note: You can also launch this workflow from the self-service menu in the MyID Operator
Client. See the Launching self-service workflows section in the MyID Operator Client
guide for details.
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Select Certificates to Recover
Choose a certificate recovery option

(O Recover certificates by date
O Recover a specific number of certificates

O Select Certificates to recover manually

2. Follow the same process as for the Recover Certificates workflow; see section 6.4.7,
Recovering someone else'’s cetrtificates above.

Options for recovering soft certificates

The certificate recover method is determined at the point of recovery, rather than at the point
of issuance; if you change the Recovery Storage option on the certificate policy, or change
the global Storage method allowed for certificate recovery configuration option, it affects
all issued soft certificates.

The following table describes how the Recovery Storage (certificate policy) and the Storage
method allowed for certificate recovery (global configuration setting) options affect the
recovery of soft certificates:

Recovery Storage

Storage method

aIIO\.N.e eJen Hardware Software

certificate

recovery

Save to PFX Can Canrecoverto Canrecover to smart card or to
recover to |encrypted PFX. encrypted PFX.
smart card.

Local Store Can Canrecover to user's Can recover to smart card or to
recover to |local certificate store. user's local certificate store.
smart card.

Both Can Canrecoverto Canrecover to smart card, to
recoverto |encrypted PFXorto encrypted PFX, or to user's
smart card. [user's local certificate local certificate store.

store.
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Certificate reasons

When you carry out any action in MyID that can affect the state of certificates (for example,
disabling a card, requesting a replacement card, or canceling a card) you are required to
specify a reason for the change.

In some cases, a certificate may be a shared certificate — an archived certificate that exists on
multiple devices.

This reason will affect how MyID updates the status of the certificates, what certificates are
stored on the replacement card (if applicable) and what happens with archived certificates.
The reason selected may affect shared certificates; for example, if the user has a mobile
credential canceled that has a copy of an encryption certificate from a card, a card update job
may be created to issue or recover a new encryption certificate onto all devices that have a
copy of the shared certificate that is being revoked.

The list of available reasons depends both on the workflow and on your system configuration.
Some reasons are generated by automatic processes — you will not see them in the user
interface, but they will appear in the audit record.

Certificate reasons reference

This section lists each reason that you can specify, and details what happens to the card and
its certificates in each case.

6.5.1.1 Lost
Current card: Canceled.
Archived certificate on the current

Revoked.
card:
Non-archived certificate on the

Revoked.

current card:

Archived certificate on the

New certificate created.
replacement card:

Non-archived certificate on the

New certificate created.
replacement card:

Expiry date: Inherited from original card.

Historic certificates: Attempt to recover certificates, if the

device supports historic certificates.
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Current card:

Canceled.

Archived certificate on the current
card:

Non-PIV systems: Active.

PIV systems: Revoked.

Non-archived certificate on the
current card:

Revoked.

Archived certificate on the
replacement card:

Non-PIV systems: Original certificate
recovered.

PIV systems: New certificate created.

Non-archived certificate on the
replacement card:

New certificate created.

current card:

Expiry date: Inherited from original card.
Historic certificates: None.
6.5.1.3 Stolen
Current card: Canceled.
Archived certificate on the current
Revoked.
card:
Non-archived certificate on the
Revoked.

Archived certificate on the
replacement card:

New certificate created.

Non-archived certificate on the
replacement card:

New certificate created.

Expiry date:

Inherited from original card.

Historic certificates:

Attempt to recover certificates, if the
device supports historic certificates.

6.5.1.4 Forgotten

current card:

Current card: Disabled.
Archived certificate on the current .

Active.
card:
Non-archived certificate on the

Suspended.

Archived certificate on the
replacement card:

Original certificate recovered.

Non-archived certificate on the
replacement card:

New certificate created.

Expiry date:

Inherited from original card.

Historic certificates:

Attempt to recover certificates, if the
device supports historic certificates.
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Current card:

Canceled.

Archived certificate on the current
card:

Non-PIV systems: Active.

PIV systems: Revoked.

Non-archived certificate on the
current card:

Revoked.

Archived certificate on the
replacement card:

Non-PIV systems: Original certificate
recovered.

PIV systems: New certificate created.

Non-archived certificate on the
replacement card:

New certificate created.

current card:

Expiry date: Inherited from original card.
Historic certificates: None.
6.5.1.6 Compromised
Current card: Canceled.
Archived certificate on the current
Revoked.
card:
Non-archived certificate on the
Revoked.

Archived certificate on the
replacement card:

New certificate created.

Non-archived certificate on the
replacement card:

New certificate created.

Expiry date:

Inherited from original card.

Historic certificates:

Attempt to recover certificates, if the
device supports historic certificates.

6.5.1.7 Device holder on leave

Current card:

Disable temporarily

Archived certificate on the current

N i
card: o action
Non-archived certificate on the current

Suspend
card:

Archived certificate on the

n/a
replacement card:
Non-archived certificate on the

n/a
replacement card:

Expiry date: No action
Historic certificates: No action
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Current card:

Disabled.

Archived certificate on the current
card:

Suspended (for the Revoke option on the
View Certificate screen in the MyID
Operator Client, or using the MyID Core
API with reason status mapping ID 93).

Active (for all other operations).

Non-archived certificate on the
current card:

Suspended.

Archived certificate on the
replacement card:

Original certificate recovered.

Non-archived certificate on the
replacement card:

New certificate created.

Expiry date:

Inherited from original card.

Historic certificates:

None.

6.5.1.9 Non-payment of services

Current card:

Disable permanently

Archived certificate on the current

Revok
card: evoke
Non-archived certificate on the current

Revoke
card:

Archived certificate on the

n/a
replacement card:
Non-archived certificate on the

n/a
replacement card:

Expiry date: No action
Historic certificates: Revoke

6.5.1.10 Device holder leaving or changing role

Current card:

Cancel

Archived certificate on the current
card:

Revoke

Non-archived certificate on the current

card: Revoke
Archived certificate on the

n/a
replacement card:
Non-archived certificate on the

n/a
replacement card:
Expiry date: No action
Historic certificates: Revoke

Page 123 of 153




Operator's Guide

intercede

6.5.1.11 Device holder details change

replacement card:

Current card: Cancel
Archived certificate on the current

Revoke
card:
Non-archived certificate on the current

Revoke
card:
Archived certificate on the

Issue new
replacement card:
Non-archived certificate on the

Issue new

Expiry date: Set new date
Historic certificates: Revoke
6.5.1.12 Pending Activation

Current card: Disable
Archived certificate on the current No action

card:

Non-archived certificate on the current

current card:

card: Suspend
Archived certificate on the

n/a
replacement card:
Non-archived certificate on the

n/a
replacement card:
Expiry date: No action
Historic certificates: No action
6.5.1.13 Revocation (other)
Current card: Canceled.
Archived certificate on the current

Revoked.
card:
Non-archived certificate on the

Revoked.

Archived certificate on the
replacement card:

New certificate created.

Non-archived certificate on the
replacement card:

New certificate created.

Expiry date:

Inherited from original card.

Historic certificates:

Attempt to recover certificates, if the
device supports historic certificates.
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Current card:

Disabled.

Archived certificate on the current
card:

Suspended (for the Revoke option on the
View Certificate screen in the MyID
Operator Client, or using the MyID Core
API with reason status mapping ID 92).

Active (for all other operations).

Non-archived certificate on the
current card:

Suspended.

Archived certificate on the
replacement card:

Original certificate recovered.

Non-archived certificate on the
replacement card:

New certificate created.

Expiry date:

Inherited from original card.

Historic certificates:

None.

6.5.1.15 Found Original

Current card:

Cancel replacement card permanently

Archived certificate on the current
card:

Recover to original

Non-archived certificate on the
current card:

Recover to original

Archived certificate on the

No action
replacement card:
Non-archived certificate on the .
No action
replacement card:
Expiry date: No action
Historic certificates: No action

6.5.1.16 Original Device Compromised

Current card:

Cancel

Archived certificate on the current
card:

Revoke

Non-archived certificate on the current

card: Revoke
Archived certificate on the

n/a
replacement card:
Non-archived certificate on the

n/a
replacement card:
Expiry date: n/a
Historic certificates: Revoke

Page 125 of 153




Operator's Guide

6.5.1.17 Request device Renewal

intercede

current card:

Current card: No action.
Archived certificate on the current .
No action.
card:
Non-archived certificate on the
Revoked.

Archived certificate on the
replacement card:

New certificate created.

Non-archived certificate on the
replacement card:

New certificate created.

Expiry date:

New expiry date calculated from the date
of issuance plus the lifetime of the card.

Historic certificates:

Attempt to recover certificates, if the
device supports historic certificates.

6.5.1.18 Batch Failed

Current card:

Cancel

Archived certificate on the current
card:

Revoke

Non-archived certificate on the current
card:

Revoke

Archived certificate on the
replacement card:

Issue new

Non-archived certificate on the
replacement card:

Issue new

card:

Expiry date: Set new date
Historic certificates: Revoke
6.5.1.19 Bureau Failure

Current card: Cancel
Archived certificate on the current Revoke

Non-archived certificate on the current
card:

Revoke

Archived certificate on the
replacement card:

Issue new

Non-archived certificate on the
replacement card:

Issue new

Expiry date:

Set new date

Historic certificates:

Revoke

Page 126 of 153



Operator's Guide

6.5.1.20 Processing Failure

intercede

replacement card:

Current card: Cancel
Archived certificate on the current
Revoke
card:
Non-archived certificate on the current .
No action
card:
Archived certificate on the
Issue new
replacement card:
Non-archived certificate on the
Issue new

Expiry date: Set new date
Historic certificates: Revoke
6.5.1.21 Poor print quality

Current card: Cancel
Archived certificate on the current Revoke

card:

Non-archived certificate on the current

replacement card:

Revok
card: evoKe
Archived certificate on the

Issue new
replacement card:

Non-archived certificate on the
Issue new

replacement card:

Expiry date: Set new date
Historic certificates: Revoke
6.5.1.22 Printing misaligned
Current card: Cancel
Archived certificate on the current

Revoke
card:
Non-archived certificate on the current

Revoke
card:
Archived certificate on the

Issue new
replacement card:
Non-archived certificate on the

Issue new

Expiry date:

Set new date

Historic certificates:

Revoke
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replacement card:

Current card: Cancel
Archived certificate on the current

Revoke
card:
Non-archived certificate on the current

Revoke
card:
Archived certificate on the

Issue new
replacement card:
Non-archived certificate on the

Issue new

Expiry date: Set new date
Historic certificates: Revoke
6.5.1.24 Incorrect layout printed

Current card: Cancel
Archived certificate on the current Revoke

card:

Non-archived certificate on the current

replacement card:

Revok
card: evoKe
Archived certificate on the

Issue new
replacement card:

Non-archived certificate on the
Issue new

Expiry date:

Set new date

Historic certificates:

Revoke

6.5.1.25 Cancel device and leave Certificates

Current card:

Cancel

Archived certificate on the current
card:

No action

Non-archived certificate on the current
card:

No action

Archived certificate on the

replacement card: n/a
Non-archived certificate on the n/a
replacement card:

Expiry date: No action
Historic certificates: No action
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Current card: No action
Archived certificate on the current

Revoke
card:
Non-archived certificate on the current

Revoke
card:
Archived certificate on the

n/a
replacement card:
Non-archived certificate on the

n/a
replacement card:
Expiry date: n/a
Historic certificates: Revoke

6.5.1.27 Derived Credential Notification Listener

Current card:

Cancel

Archived certificate on the current
card:

Revoke

Non-archived certificate on the current

card: Revoke
Archived certificate on the

n/a
replacement card:
Non-archived certificate on the

n/a
replacement card:
Expiry date: n/a
Historic certificates: Revoke

6.5.1.28 Compromised — Reissue Shared Certificates

Current card:

Cancel

Archived certificate on the current
card:

Revoke

Non-archived certificate on the current
card:

Revoke

Archived certificate on the

Issue new
replacement card:
Non-archived certificate on the

Issue new
replacement card:
Shared certificate on other devices Issue new

Expiry date:

Set new date

Historic certificates:

Revoke
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6.5.1.29 Credential Profile Update (full revocation)

Current card:

Update or Reprovision

(depends on workflow)

Archived certificate on the current
card:

Revoke

Non-archived certificate on the current

replacement card:

Revoke
card:
Archived certificate on the

Issue new
replacement card:
Non-archived certificate on the

Issue new

Expiry date:

Set new date

Historic certificates:

Revoke

6.5.1.30 Credential Profile Update (n

o revocation)

Current card:

Update or Reprovision

(depends on workflow)

Archived certificate on the current
card:

Leave

Non-archived certificate on the current

L
card: eave
Archived certificate on the

Leave
replacement card:

Non-archived certificate on the

Leave
replacement card:

Expiry date: Leave
Historic certificates: Leave

6.5.1.31 Details Change - re-issue archived certificates

Current card:

Reprovision

Archived certificate on the current
card:

Revoke, and issue new

Non-archived certificate on the current
card:

Do not revoke, and issue new

Archived certificate on the

replacement card: na
Non-archived certificate on the

n/a
replacement card:
Expiry date: Leave
Historic certificates: Recover
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Current card:

Reprovision

Archived certificate on the current
card:

Do not revoke, and issue new

Non-archived certificate on the current
card:

Revoke, and issue new

Archived certificate on the

replacement card: na
Non-archived certificate on the

n/a
replacement card:
Expiry date: Leave
Historic certificates: Recover

6.5.1.33 There is a problem with the device

Current card:

Reprovision

Archived certificate on the current
card:

Do not revoke, and issue new

Non-archived certificate on the current
card:

Revoke, and issue new

Archived certificate on the

replacement card: n/a
Non-archived certificate on the

n/a
replacement card:
Expiry date: Leave
Historic certificates: Recover

6.5.1.34 New credential profile needs to be applied

Current card:

Reprovision

Archived certificate on the current
card:

Do not revoke, and issue new

Non-archived certificate on the current
card:

Revoke, and issue new

Archived certificate on the

replacement card: n/a
Non-archived certificate on the n/a
replacement card:

Expiry date: Leave
Historic certificates: Recover
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6.5.1.35 New certificates need to be added to the device

Current card: Update

Archived certificate on the current Do not revoke, and issue new — for
card: certificates affected by the update only
Non-archived certificate on the Revoke, and issue new — for certificates
current card: affected by the update only

Archived certificate on the

replacement card: na
Non-archived certificate on the n/a
replacement card:

Expiry date: Leave
Historic certificates: Recover

6.5.1.36 Device Replacement (Delayed Cancellation)

Current card: Canceled.
Archived certificate on the current

Revoked.
card:
Non-archived certificate on the

Revoked.

current card:

Archived certificate on the

New certificate created.
replacement card:

Non-archived certificate on the

New certificate created.
replacement card:

Expiry date: Inherited from original card.

Attempt to recover certificates, if the

Histori rtificates: . o o
istoric certificates device supports historic certificates.

Historic certificates

A historic certificate is any archived certificate that was assigned to the user (on any
credential) using a particular certificate policy.

Whether archived certificates are available for recovery as current certificates is determined
by their replacement chain.

For a certificate to be recovered and used, it must never have become compromised and
revoked; this will break the replacement chain. Canceling a smart card will revoke its
certificates; in this case, you will be unable to continue to use the certificate; however, you will
be able to recover the historic certificates.

When you set up the credential profile, for each archived certificate policy, you can select
whether you want to recover the certificate, and how many historic certificates you want to
store — this must be within the capacity of your credential.
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Example smart card history for a PIV system
For example:
» The credential profile is set up with the following certificate profiles:
+ Authentication — set to Issue New.
» Signing —set to Issue New.

» Encryption (archived) — this certificate profile is set to Use Existing, and has a
maximum number of historic certificates of 2.

» Card A is issued with the following certificates:
* Authentication 1
+ Signing 1
* Encryption 1

» Card Ais lost, and replacement Card B issued. The following certificates are loaded onto
card B:

+ Authentication 2
» Signing 2
* Encryption 2
» Encryption 1 (historic)
» Card B damaged, and replacement Card C issued.
» Authentication 3
« Signing 3
* Encryption 3
* Encryption 2 (historic)
* Encryption 1 (historic)
» Card Cis forgotten.
* Authentication 3 — suspended
» Signing 3 — suspended.
* Temporary Card D is issued to replace Card C.
* Authentication 4
» Signing 4
» Encryption 3 (archived) — this is the same certificate as was on Card C — as the

credential profile stated Use Existing, and the encryption certificate has not been
revoked, it can be recovered to the card as the live encryption certificate.

* Encryption 2 (historic)
» Encryption 1 (historic)
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» Temporary Card D is canceled, as the original Card C has been found.
* Authentication 4 — revoked.
» Signing 4 — revoked.

» Card C now has the same certificates as previously — the suspended Authentication 3
and Signing 3 certificates are now active again.

* Authentication 3

» Signing 3

* Encryption 3

» Encryption 2 (historic)

» Encryption 1 (historic)

+ Card C stolen, and new Card E issued.

» Authentication 5

« Signing 5

* Encryption 4

* Encryption 3 (historic)

* Encryption 2 (historic) — only two historic certificates are allowed, so the two most
recent are recovered.

Example smart card history for a non-PIV system

There are some differences in behavior between PIV systems and non-PIV systems. For
example, the Damaged and Permanently Blocked statuses have different behavior for
recovering archived certificates.

In the example above, when Card B is damaged, instead of issuing a new Encryption 3
certificate, on a non-PIV system, MyID recovers Encryption 2 and uses that as the live
encryption certificate:

PIV Non-PIV
Authentication 3 Authentication 3
Signing 3 Signing 3

Encryption 3 (issue new) | Encryption 2 (recover)

Encryption 2 (historic) | Encryption 1 (historic)

Encryption 1 (historic)

Example smart card history for a shared certificate

In some circumstances, an archived certificate may be stored on more than one credential -
for example, on a smart card and on a mobile phone.

If you request a replacement for one credential using the Compromised — Reissue Shared
Certificates reason, MyID generates an update job for all of your credentials that share the
certificate so that they can be updated with the new certificate.
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For example:
» The smart card credential profile is set up with the following certificate profiles:
« Authentication — set to Issue New.
» Signing —set to Issue New.

* Encryption (archived) — this certificate profile is set to Use Existing, and has a
maximum number of historic certificates of 0.

» The mobile credential profile is set up with the following certificate profiles:
» Authentication — set to Issue New.
» Signing —set to Issue New.

* Encryption (archived) — this certificate profile is set to Use Existing, and has a
maximum number of historic certificates of 0.

« Card Ais issued with the following certificates:
* Authentication 1
+ Signing 1
* Encryption 1
» Mobile X is issued with the following certificates:
» Authentication 2
» Signing 2
» Encryption 1 (the existing certificate is recovered onto the mobile device)

* Card A is compromised, and a replacement is requested with Compromised — Reissue
Shared Certificates reason. Card B is issued with:

* Authentication 3
» Signing 3
* Encryption 2

* When the replacement is requested, an update job is created for Mobile X, which is
updated to have the following certificates:

» Authentication 2
» Signing 2
* Encryption 2 (recovered)

Note: The update job for Mobile X and the card replacement job for Card B are created at the
same time; if you collect the update for the Mobile first, Encryption 2 is created as a new
certificate for the mobile, and Card B recovers the archived Encryption 2. The same
certificates end up on the same credentials — it is purely a matter of which credential gets the
original and which gets the copy.
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Working with images

This chapter describes working with images when using MylID Desktop. For information on
capturing images in the MyID Operator Client, see the Configuring image capture section in
the MyID Operator Client guide.

Note: Associating images with people’s records is optional. If you are not capturing images,
you can skip this section.

MyID Desktop allows images to be captured either using a web camera or a scanner. You
can also associate image files with a person’s record. You can do this either when you add a
person to the MylID database or when you update a person’s record.

By default, images are stored as binary objects in the database. If you have upgraded from
an older system, MyID may contain pre-upgrade images on the web server however, all new
images will be stored in the database. For more information, contact customer support,
quoting reference SUP-218.

If you are storing images on the web server, you must specify the folder to use.

You can set up MyID to store the binary objects in a separate database from the main MyID
database; see the Creating a separate database to store images section in the Advanced
Configuration Guide for details of setting up an archive database for these purposes.

Note: Before you make any attempt to scan images, make sure you have installed the correct
scanner drivers for your scanner, and that Windows can detect the scanner correctly.
Changing settings for image capture

To change the settings for Image Capture:

1. From the Configuration category, select Operation Settings.

2. Click the Video tab. The Video page is displayed.

A full list of the options available on this page is in the Video page (Operation Settings)
section of the Administration Guide.

General settings

The following options apply whether you are storing images in the database or in a folder on
the web server.

» Image Capture must be selected to enable image capture within MyID.
« If you want to capture images using a web cam, select Video Capture to enable it.

* The JPEG Compression Ratio specifies the compression factor to be applied to an
image. The lower the number, the greater the compression. The default is 90.

» If Maintain Aspect Ratio is selected and an image is resized automatically, the
height:width ratio is unaffected.

* The Maximum Image Height refers to the height of the image in the Image Capture
control and is specified in pixels.

* The Maximum Image Width refers to the width of the image in the Image Capture
control and is specified in pixels.
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Storing images on the web server

Note: By default, MyID will store new images in the database rather than on the web server. If
you need to switch your system over to storing images on the web server, contact customer
support, quoting reference SUP-218.

Switching your system to store captured images on the web server affects only images
captured using the Image Capture window in MyID Desktop; it does not affect images
captured for facial biometrics using Aware PreFace or images imported through the Lifecycle
API.

Important: Do not switch your system to storing images on the web server if you are using
the MyID Operator Client to capture images. The MyID Operator Client will experience errors
if you attempt to capture images when your system is configured to store images on the web
server.

If your system has any images on the web server (for example, if you have an upgraded
system, where previously-captured images are on the web server while new images are
stored in the database), you must configure the rest.core web service with the image location,
or the MyID Operator Client will be unable to display the images; see the Displaying images
stored on the web server section in the MyID Operator Client guide for details.

The following settings are applicable only if you are capturing images and storing them on the
web server.

» Set Validate Image Size if you want image capture to validate the size and type of the
image. This makes sure that the images uploaded conform to the Maximum Image
Height and Maximum Image Width settings.

« Ifthe web services server is not the same server as the web server, you must set the
Image Upload Server configuration option. See the Setting the location of the web
server section in the Web Service Architecture guide.

You must have the following DLL registered on the image upload server:
FileTransfer.dll
You can find this DLL in the Components\Core folder in your MyID installation.

* TheFile Store Location is the physical location used to store uploaded images. This
folder is mapped to the Upimages virtual directory in MyID.

Note: The named MyID COM and MyID web service users must have write permission to
this folder.

By default, MyID uses the \web\WebPIV\upimages folder on the web server.

If you change this setting you must change the virtual directory in 11S. See section 7.2.3,
Changing the upload images virtual directory for details.

* Maximum Number Of Sub-Folders specifies the maximum number of folders that will
be created within the location specified in File Store Location. The defaultis 0.

* Preload Images allows an existing image to be associated with a cardholder. Set this to:

* Yes to automatically associate an image in the image store with the cardholder. The
filename of the image must match the cardholder’s logon name. For example, if the
cardholder’s logon name is Jane Smith, the filename may be Jane Smith.jpg.
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* No (the default) ignores any existing images.

» Ask —if an operator saves a record without capturing an image and MyID finds one
with the appropriate filename, the operator is asked if the image is to be used.

7.2.1 Using sub-folders

If you have a large number of images in your uploaded images folder (by default,
\Web\WebPIV\upimages)you may find that this decreases performance when uploading and
retrieving images. To remedy this, you can set MyID to create a number of subfolders within
the uploaded images folder; new uploaded images will be uploaded to one of the subfolders,
ensuring that no single folder contains too many images.

To set the number of subfolders:
1. From the Configuration category, select Operation Settings.
2. Click the Video tab.

3. Setthe Maximum Number Of Sub-Folders option to the number of folders you want to
use.

For example, type 50.
The defaultis 0, and the maximum is 1000.
4. Click Save changes.

Once MyID has refreshed its configuration options (you may have to log out and log back in
again) newly-uploaded images will be allocated to subfolders with names in the format z000
to z999.

MyID handles all the relative paths to the images automatically.

7.2.2 Port settings

Image upload uses the same protocol (HTTP or HTTPS) as you use to access the MylD
website. If you have changed the default port used when you access MyID, you can set the
HTTP or HTTPS port for uploading images:

* HTTP Port for image upload — default 80. Change this if you want to use image upload
over HTTP with a different port number.

* HTTPS Port for image upload — default 443. Change this if you want to use image
upload over HTTPS with a different port number.
7.2.3 Changing the upload images virtual directory

If you are storing images in the file system and not in the database, you can change the value
of the File Store Location. To do this:

* Map the upimages virtual directory to the new location.
» Copy any existing images from the original to the new location.

» Set the correct IIS execute permissions.
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Use the Internet Information Services Manager to map the upimages virtual directory to the
new location.

1.

From the Control Panel, select Administrator Tools, then Internet Information
Services (IIS) Manager.

Note: These instructions assume you are using 1S 10. If you are using a different version
of lIS, see your Microsoft documentation for information on how to carry out these
changes.

Expand Sites then Default Web Site.

Map the upimages virtual directory at this level to the File Store Location.
a. Select the upimages virtual directory.

b. Inthe Actions pane, click Basic Settings.

c. Click the browse button next to the Physical path box and navigate to the File Store
Location you specified in Operation Settings.

d. Click OK.

Make the same change to the upimages virtual directory in each of the language folders.
For example, make the same change to the following virtual directories:
« Default Web Site > MyID > en > upimages

« Default Web Site > MyID > us > upimages
Restart 11S.
a. Select the Default Web Site.
b. Inthe Manage Website pane, click Restart.

c. Copy any existing images to the new location.

Important: You must ensure that IS execute permission is disabled on the upimages folder.
If it is not already configured, you must create a file called web.configin the upimages
folder, containing the following text:

<?xml version="1.0" encoding="UTF-8"?>

<configuration>

<system.webServer>
<handlers accessPolicy="Read" />
<directoryBrowse enabled="false" />
<httpErrors>
<clear />
</httpErrors>
</system.webServer>

</configuration>

Operator's Guide
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Obtaining images

Your organization may have decided to include an image (a photograph, a signature or a
scanned document) as part of a person’s record. You may be able to obtain the image in a
variety of ways, depending on how your system has been configured.

» Use an existing digital image, accessible from your local machine.
» Take a photograph using a webcam.
» Scan a photograph or another document.

The option to obtain and modify an image is available as part of the Add Person and Edit
Person workflows, in the People category. The option may also have been added to other
workflows.

The use of webcams and scanners requires some changes to be made by an administrator.
To obtain (or change) an image, click either:
» The existing image (which may be a placeholder, as shown in the examples)

« The Change Picture button
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The basic Image Capture window is displayed. Depending on the options available to you,

the window looks similar these examples.

=] Image Capture

=] Image Capture

® Video

O Photo
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The Video option is available only when the Video Capture configuration option (on the
Video page of the Operation Settings dialog) is enabled. In this case, you can switch

between using a webcam (the Video option at the top of the window) and an existing image
(the Photo option)

Using an existing image
To use an existing digital image:
1. Click the Photo option to select it, if this is displayed.
2. Click the Browse button.
A standard Windows browse dialog is displayed.

3. Navigate to the file you want to use, select it and click Open.

® Select file to upload

« v » This PC » Windows (C:) » Documents v [¥] O Search Documents

Organize = MNew folder == o

I This PC ~ Name Date modified Type Size
) 3D Objects
[ Desktop
E:-‘] Documents
‘ Downloads
J‘! Music
&= Pictures

m Videos

‘i Windows (C:)

Mo items match your search.

File name: v| Images (gif jpg,bmp) ~

Your chosen image is now displayed in the "source" display area of the Image Capture
window. The path to the file is displayed below the image.

\Z| Image Capture ¥
O Video @® Photo
Sy
C:AUserst ohn FulanhDocumentshaesneric MplD waman.jpg
.
o ]
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7.3.2 Using a webcam to capture an image

To use a webcam to capture an image:
1. Click the Video option to select it. It may already be selected, as this is the defaultif a

webcam is detected.

2. Setthe options for your webcam:

. BF_ set the video format for your webcam. The options available depend on the
webcam you are using. Some webcams will not display resolutions or pixel depths
that are too low.

W
. @' — set the camera settings, including brightness and contrast. The options
available depend on the model of camera attached to your machine.

3. The current live feed (video) is displayed in the area to the left of the Image Capture
window.

\Z| Image Capture

® Video O Photo

4. When the image you want is displayed, click Capture Still to freeze the frame.

If you want to select a differentimage, click Live Feed to resume the video.

7.3.3 Using a scanner to capture an image
Note: Your system must also be set up to allow scanning; this may require extra
customization. Contact customer support for details.
Make sure that the following option on the Video tab of the Operation Settings workflow are
set:
* Video Capture option is set to No.
To use a scanner to capture an image:
1. Click the Scan button.

This opens a connection to your scanner and may display some options that allow you to
choose the area you want to scan and to specify the resolution you want to use. The
options available to you depend the model of scanner you are using.
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When you have chosen the most appropriate options, start the scan process.

2. The document (or portion of document) you have scanned is displayed in the left of the
Image Capture window.

Note: MyID may have been set up to capture information from pre-printed paper forms, which

may have been completed by hand. If the zones to be scanned have been set by your

administrator, it is important to make sure that you place the paper form with the top-left
corner of the form at the top-right corner of the scan bed.

74 Rotating and flipping images

Four small buttons are available under the "source" image. You can use them if, for example,
you have placed a photograph upside down in a scanner.

5 Flips the image around a vertical axis, from left to right.
1 Flips the image around a horizontal axis, from top to bottom.
3 Rotates the image 90° anti-clockwise.

€ Rotates the image 90° clockwise

7.5 Selecting part of an image

You may want to select part of an image, possibly to remove excess background or to extract
the head and shoulders section of a larger photograph.

MyID may have been set up to capture images using a scanner from pre-printed paper forms,
which may have been completed by hand. For example, you may be able to extract a
photograph, an applicant’s signature and an authorization signature from a form. In this case,
you may find that more than one area of the form is scanned and you have a corresponding
preview of each zone’s contents. Each preview area is associated with its own set of controls.

Note: If a preview is displayed for a signature, MyID has attempted to automatically select the
appropriate area. Click the preview to see the selected area in context and to adjust it using
the "move" cursor (a 4-headed arrow). Changes to the selected area can also be made
following the instructions in this section.

To select part of an image:

1. Place your mouse cursor over the source image — the pointer changes to an arrow.
Position the arrow at a corner of the area you want to select.
2. Hold down the left mouse button and drag your mouse to the diagonally opposite corner

of the area you want. A dashed line shows the outline of the area you are selecting.
Release the mouse button to complete the selection.

All areas of the source image outside of your selected area are dimmed, leaving your
selection in the original colors. Your selection is also displayed in the area to the right of
the source image — this is a preview of the image that will be uploaded to MyID.
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|=| Image Capture o X

O Video ® Photo

540

U gerstJ obin FultonDocuments\generic larger.jpg

m

Upload Image

3. Tochange your selection, you can either:

» Click anywhere on the source image outside of your selected area. This clears the
selection and you can repeat the previous steps to choose a new area.
« Use the six buttons displayed under the preview image that enable you to reposition

your selection. Choose this method of changing your selection if you only need to
make relatively minor changes, as each change is small.

The two buttons on the left and the two on the right move your selected area in the
direction indicated by the arrow:

i Move your selection left.

|t

Move your selection right.

(€

Move your selection down.

| ¥

Move your selection up.

The two buttons in the middle:
@ Decrease the area of your original selection (zoom in).

g Extend your selection to include more of the original image (zoom out)
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7.6 Enhancing images
You can improve the appearance of your selection by changing the contrast or brightness of
the picture.
|=| Image Capture 4

O Video ® Photo

E g

C:Wzersh) ohn Fultont\Diocuments.generic larger.jpg

e T
g

Note: The changes you make only affect your selection — the original image is not changed.

Click Control to display two sliding controls beneath the preview picture:

L S 1 O Move the slider to the right to lighten the image and to the left to
darkenit.
@ Lo 1P Move the slider to the right to increase the contrast in the image and

to the left to decrease it.

7.7 Uploading images to MyID

When you are happy with the preview of the image, click Upload Image to transfer the image
to MyID. The image is associated with the record that you created it in and can be viewed as
part of that record.

If you want to alter an image after it has been uploaded to MyID, you must start the process
again. You can replace an image associated with a record but cannot make changes to an
existing image.
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Working with reports

You can use the MI Reports workflow to run Management Information (Ml) reports.

The reports available depend on the type of MyID system you are running. It is also possible
to create and customize reports; contact customer support quoting reference SUP-329 for
details.

Note: If the criteria for the report contain the group, you can select groups only from within
your scope (including administrative groups), and the results contain only details for users
within your scope. If the report does not contain the group as part of the criteria or search
results, there is no scope checking applied to the report, and all results are returned.

The following reports are available by default:

Cards Issued — a list of all cards issued. Scoped.
Cards Expiring — a list of cards expiring within a date range. Scoped.

Cards Revoked — a list of cards that have been revoked, but remain assigned to a user.
Scoped.

Cards Not Issued — a list of cards in the database that have not been issued.
Card Cancellations — a list of card cancellations.

People by group and affiliation — a list of people including groups and affiliation.
Scoped.

Jobs —a list of jobs. Scoped.

All People —allist of people. Scoped.

Audited Operations — a list of audited operations.

Certificate Operations — a list of certificate requests and revocations.

Credentials By Type — a list of each type of credential issued, along with a report on the
number of credentials issued for each type.

Certificates — a list of the certificates in the system. Scoped.
SCEP Requests — a list of all the SCEP requests for device identities.

Device Keys - lists all issued devices that are not expired and that use GlobalPlatform or
PIV 9B keys.

Running Ml reports

To run a management information report:

1.

From the Reports category, select Ml Reports.

You can also launch this workflow from the Additional Reporting section of the More
category in the MyID Operator Client. See the Using Additional Reporting workflows
section in the MyID Operator Client guide for details.
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Management Information Reports

Choose the report: | Cards Issued ™ Maximum Records: (2000 |

Search Criteria

Group: [Root Cardholder: |

Issued on:

From First: @ From Date: O |07/03/2019 Time:| 0

S
8

K3
8

&3]

EE
Bld

Tolast: @ ToDate: O |07/03/2019

Time:| 2

Note: Make sure that you can view the MI Reports workflow. Use the Edit Roles
workflow in the Configuration category to add the workflow to the roles you want to be
able to run the reports.

2. From the Choose the report drop-down list, select the report you want to run.
The search criteria change according to the report you choose.

3. If you want to display a limited number of records, type a number in the Maximum
Records box.

4. Complete the search criteria.

For example, for the All People report, you can set the following search criteria:

Management Information Reports

Choose the report: | All People M| Maximurm Records: 2000 |

Search Criteria
Group: [Root

First Name: | Last Name:

» First Name and Last Name — type the name of the person. You can use * as a
wildcard; for example, Ja* finds people with the name Jack, Jason and Janet.

» Group —select the users' group from the drop-down list.
5. Click Run Report.
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The results of the report appear.

List of People in CMS

Recordsfound:16 XML@® csv O il €

First Name

Arthur
Chesney
Eddie
Sam
Admin
Alise
Avis
Cheg 4 idn
Grace
Mac
mobile
Sec

Shay
Signatory
startup

6. To print the report, click the print @button.

Last Name

Alpha
Charlie
Echo
Smith
User
Rice
Lipps

"ElkSE

Drever
Batt
user
Officer
Scott
Signatory
user

Logon ID
(Devices)
00001
00003
00005

1001

Admin User
Alise Rice
Avis Lipps
CheitA idn "EatcSe AL
Grace Drever
Mac Batt
mobile

Sec Officer
Shay Scott
Signatory
startup

Group

(Devices)

Human Resources
Human Resources
Human Resources
Human Resources
Department of Education
Department of Education
Department of Education
Department of Treasury
Department of Education
Department of Education
System Startup

Finance

Department of Treasury
Finance

System Startup

intercede

rows:| 25 V|| esee 1o (]

email

PIVALLBio@myid.com
PIVALLBio@myid.com
PIVALLBio@myid.com
sam.smith@myid.com
admin.user@domain19 local
Alise.Rice@domain25.local
Avis.Lipps@domain25.local
intercede.test8@gmail.com
Grace.Drever@domain25.local
Mac Batt@domain19.local

sec.officer@domain19.local
Alena.Castle@diym.uk
signatory@domain19.local

7. To save the report, select XML, CSV, or Excel to select the format, then click the save
- button.

Note: To allow you to save reports to Excel, make sure you have the Initialize and
script ActiveX controls not marked as safe for scripting option set for the MyID
website in Internet Options. For more information about configuring Internet Options, see
the Configuring Internet Options section in the Installation and Configuration Guide.

Known issues

« IKB-342 - Problem with reports returning no data

When a report returns no data, any subsequent searches that do return results do not
show the results table.

To work around this issue, restart the MI Reports workflow and rerun the report.

Page 149 of 153


Installation and Configuration Guide.pdf

intercede

issuing 34
Index issuing batches 56
printing 35, 96
remote unlocking 80
replacing 46
requesting batches 56
requesting replacements 48

Account history 21
Activate Card 50
Activation 120

Add Person workflow 18

Adding temporary replacement 47
People 18, 21 unlocking 73
Adding groups 28 updating 62

Administrators 16
Amend Group workflow 29

validating requests 37
Categories 16

Applets 16 Certificate reasons 120
Applying updates Certificates 16, 108

to cards 69 collect 108
Archived certificates 132 historic 132
Assigning cards 106 recovering 115
Authenticate Person 24 revoked 111
Authentication codes 85 soft 111

Batch Collect Card workflow 56
Batch Encode Card 100 writing to cards 35

Batch failed 120 Change My Security Phrases workflow 23
Batch Request Card workflow 56 Change PIN 78

Brightness of images 146

viewing 110

_ Change Security Phrases workflow 24
Bureau failure 120 Changed details 120
Calendar control 14 Changing role 120
Cancel c-ards 90 Collect Card workflow 38
undoing cancel 103 Collect My Card workflow 43

Cancel cards remotely 93 Collect My Updates workflow 69
Cancel certificates and leave device 120 Collect Updates workflow 67

Cancel device and leave certificates 120 Collecting cards 38
Cancel Outstanding Updates 67 Compromised - reissue shared

Capturing images 140 certificates 120
Card disposal 102 Compromised cards 120
Card expiry date 45 Contrast ofimages 146
Card readers 16 Creating groups 28
Card Ready Notification workflow 101 Credential profile update (full revocation) 120
Card Utility 86 Credential profile update (no revocation) 120
Cardholders 16 Credentials 17, 34
Cards 16, 34 associated with a person 21
associated with a person 21 Cropping images 144
cancel 90 Custom reports 147
cancel remotely 93 Damaged cards 120
collecting 38 Dates 14
disable 89 Default security phrase 23
enable 89
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people 23
Deleting a group 30
Delivering cards 54

Derived credentials notification listener 120

Details changed 120

Details changed - reissue archived

certificates 120

Device Assignment End Date 28-29

Devices 17
Disabling

cards 89

groups 29
Disposing of cards 102
Edit Groups workflow 30
Edit Person workflow 22
Editing

people 21
Editing people 22
Enable cards 89

Encoding cards in batch 100

Enhancing images 146
Erase Card 90
Expiry date 45
Explicit expiry date 45
File Store Location 137
Find Person 18
Fingerprints 24
Flipping images 144
Forgotten cards 48, 120
Forms 17
Found original 120
Getting started 9
Groups 17,28
adding 28
changing 29
deleting 30
disabling 29

importing from LDAP directory 30

reorganizing 30

reparenting 32
Historic certificates 132
Identify Card 70
Identity documents 24
Image capture 136, 140
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Image Upload Server 137
Images

uploading 136
Importing

directory details 20
Incorrect layout printed 120
Investigation 120
Issue Card 34
Issued certificates 110
Issuing

cards 34

cards, batch 56
Jobs 17

validating 37
JPEG Compression Ratio 136
JPEGSs, compression 136
Known cards 106
LDAP directory

account 19-20

importing groups from 30
Leaving 120
Lifetime setting 45
Loggingon 9
Lost cards 48, 120
Mail merge 72
Mailing documents 72
Maintain Aspect Ratio 136

Management Information reports 147

Manually adding a person 18
Mark cards as delivered 55
Maximum Image Height 136
Maximum Image Width 136

Maximum Number of Assigned Devices 28-29
Maximum Number Of Sub-Folders 137

Ml reports 147
running 147
Moving groups 30
MyID Card Utility 86
Navigation buttons 12
Non-payment 120
On leave 120
Operator approval 24
Operators 8,17
Organization chart 28
Organizational Unit 28
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Organizing groups 28
Original device compromised 120
OuU 28
Password logon 9, 23
Pending activation 120
Pending investigation 120
People 18

adding 18

Adding 21

editing 21-22

removing 23

viewing 21
Permanent replacement cards 46
Permanently blocked cards 120
Pictures

uploading 136
Poor lamination quality 120
Poor print quality 120
Pre-encode card 100
Preload Images 137
Print Badge workflow 97
Print Card workflow 96
Printers 17
Printing cards 35, 96
Printing mailing documents 72
Printing misaligned 120
Processing failure 120
Profiles

updated 65
Re-encoding cards 104
Reasons for card status change 120
Recovering certificates 115
Reinstate cards 103
Remote cancellation of cards 93
Remote unlocking of cards 80
Remove Group 30
Remove Person workflow 23
Removing people 23
Reparent Users option 32
Replacement cards 46, 48

temporary 47
Reporting structure 28
Reports 147
Reprovisioning cards 65, 104
Request Auth Code 85
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Request Card Update workflow 65
Request Card workflow 36
Request device renewal 120
Request Replacement Card workflow 48
Requesting card updates 65
Requesting cards 36

batch 56
Revocation 120
Revoked certificates 111
Rotating images 144
Running Ml reports 147
Scanners 136, 140
Security phrase 23-24

changing 23

default 23
Selecting dates 14
Selecting part of an image 144
Self-service unlock authentication 79
Signature capture 140
Smart cards 17
Stages 17
Stolen cards 120
Suspension 120
Temporary replacement cards 46-47
Terminology 16
Tokens 17
TPM 17
Trusted Platform Module See TPM
Unlock credential provider

using 88
Unlocking cards 73
Update Card workflow 64
Updating cards 62, 69
Uploading images 136, 146
Validate Certificate Request 112
Validate Request workflow 37
Validating card requests 37
Video Capture 136
View Person workflow 21
Viewing certificates 110
Viewing people 21
Virtual Smart Cards See VSCs
VSCs 16-17
Webcams 136, 140
Windows logon 9
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Word documents 72
Workflows 17
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